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ABSTRACT

Background: Control system technology has become an important component in many aspects of life, including
defense and intelligence. These technologies not only help manage new energy, but also improve military quality
and protect the country from intelligence threats. However, there is a need to deeply understand the
collaboration between technological control systems and elements such as energy security, military power, and
biological defense. Methods: This research uses the literature study method by collecting and analyzing
academic sources from relevant journals, books, and research reports. The literature search was conducted
through various academic databases with keywords related to control systems, new energy, intelligence, and
military defense. The literature selection process involved rigorous screening to ensure the quality and
relevance of the sources used. Findings: The literature analysis shows that control system technology can be
integrated with various sectors, such as wave energy conversion through Wave Energy Converter (WEC),
improvement of military defense equipment with the concept of Dynamic Flight Envelope Assessment and
Prediction, and development of drug production systems to counteract biological hazard threats. In addition,
alarm systems integrated with control systems can increase security from intelligence threats. Conclusion: The
use of technological control systems plays an important role in strengthening national security, whether in the
aspects of energy, military, or biological defense. These technologies enable more effective and responsive
management of complex and dynamic threats. The development of these technologies, when combined with
intelligence, can be an important tool in dealing with resource crises and global military conflicts.
Novelty/Originality of This Study: This study provides a comprehensive overview of the integration of
technological control systems with state security, which has not previously been discussed in much detail in the
context of intelligence and defense. This interdisciplinary approach offers a fresh look at how modern
technology can strengthen national defense in an era of evolving threats.

KEYWORDS: defense equipment; energy security; intelligence; national defense;
technology control system.

1. Introduction

A control system is designed to regulate and influence the behavior of other systems,
ensuring they function within certain parameters to achieve specific objectives. According
to Robert N. (1994), control systems encompass various components such as sensors,
actuators, controllers, and algorithms that work collectively. Katsuhiko 0. (2010) illustrates
this through examples like temperature control systems, where sensors monitor room
temperature, and actuators adjust airflow to maintain a stable environment. In aviation,
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autopilot systems use sensors to gauge an airplane’s position, speed, and altitude, while
actuators control critical elements like the wings and engine. Through these applications,
control systems demonstrate their crucial role in achieving precision, stability, and
efficiency in complex operations.

In sectors involving sensitive information or high-stakes environments, control
systems also serve as a defensive measure against intelligence threats. Intelligence threats
refer to any efforts by external parties to access classified information that could
compromise a country, organization, or individual. Such breaches, if left unaddressed, can
have severe consequences for security and operational integrity. Without adequate
countermeasures, the target organization or entity risks exposure to vulnerabilities that can
impact their stability and safety. Control systems, when applied effectively, create an
additional layer of protection, enhancing the capacity to detect and mitigate potential
threats.

To maximize security and effectiveness, implementing control systems across various
technological applications is essential. Existing technological systems alone may not offer
the responsiveness needed to counter intelligence threats unless integrated with advanced
control mechanisms. Control systems act as a cohesive force, optimizing functionality by
coordinating various elements within the system to respond to potential risks. This
integration strengthens technological resilience and adaptability, ensuring that systems can
meet dynamic security demands. Consequently, the deployment of control systems is
critical for sustaining operational security and integrity in the face of evolving threats.

2. Methods

This essay uses a systematic literature study approach to identify and analyze key
concepts related to technology and intelligence control systems in the context of state
security and military development. The first step in this method is to conduct a literature
search from various academic sources, including books, journals, and research reports
relevant to the topic. Keywords such as “control systems,” “intelligence,” “threat
intelligence,” “new energy,” and “military” were used to ensure broad coverage. The sources
were accessed through academic databases with good accuracy and reference quality.

The second step was a literature screening process to evaluate the relevance and
validity of each source. Only literature published within the last 15 years was used, with a
focus on peer-reviewed and academically recognized research. Each piece of literature was
critically analyzed by considering the credibility of the author, the research methods used,
as well as the suitability of the findings to the research objectives of this essay. In addition,
a literature review was conducted to understand current trends in technological control
systems and the role of intelligence in security and defense development.

The third step is the synthesis of data from the selected literature. Data from various
sources are combined to form a thorough analysis of the interaction between technology,
energy and intelligence control systems in strengthening state security. In this process,
different perspectives and theoretical approaches are integrated to identify existing
research gaps as well as potential applications of new technologies. The results of this
analysis are set out in an essay with in-depth and evidence-based arguments, in order to
make a significant contribution to the relevantliterature. The brainstorming of this research
can be seen in figure 1.
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Fig 1. Brainstroming
3. Results and Discussion
3.1 Technology control system

Technological control systems are systems that are currently used in almost all areas
of our lives. A system that regulates process variables to follow a reference value is called a
control system (Katsuhiko O, 2010). In addition, a system that is intended to control the
behavior of another system is also called a control system (Robert N, 1994). Control systems
have the purpose of forcing or controlling inputs and outputs to follow a certain variable
despite external disturbances (Benjamin C, 2010). Control systems are widely used in
various fields, such as industry, manufacturing, robotics, and aerospace, which involve
sensors, actuators, controllers, and processes as components (Katsuhiko O, 2010). There
are two types of control systems, namely open-loop control systems and closed-loop control
systems (Robert N, 1994). This system can be utilized for simple to very complex things.
Uses that can be felt in everyday life such as room temperature control systems, motor
speed control systems, and autopilot control systems on airplanes (Benjamin C, 2010).

In its use there are several working principles, the principle of classical linear control
systems is one of the most frequently used. The basic principles of classical linear control,
including stability, feedback regulation, and linear system dynamics, were developed in the
late 1800s and became a mature theory in the 1950s (Thomas G, 2001). Power electronics
systems can be classified into two types, namely DC (Direct Current) and AC (Alternating
Current). This categorization is based on the fact that the circuit topologies, control
techniques, and power levels of each type of system are very different.

The control system flow typically found in some device's working system starts from
the Supervisory control layer that sends setpoints to lower-level controllers. The main
design goals are usually to maintain product quality, ensure there are no production-level
discrepancies, and avoid operational problems caused by recycling. Then a higher-level
control layer-known as the supervisory control layer-combines the control system for each
unit operation. As the stream flows through the production process, supervisory control
controls the flow rate and watches for impurities to ensure that there is an increase in
impurities in it. The supervisory control layer sends points to lower-level controllers, with
the main design standard usually maintaining the product. The supervisory control layer
sends the setpoint to the lower-level controller. The main design goals are usually to
maintain product quality, ensure there are no production-level discrepancies, and avoid
operational problems caused by recycling. Supervisory control systems operate on a slower
timescale and can be adjusted with some analytical laboratory output, while lower-level
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control loops typically use real-time measurements throughout the process. In general,
however, control systems are designed to separate the timescales between supervisory
level (slow) and operating level units (fast). This allows the operator to concentrate on
operations at the plant level or single operating unit level.

Today, systems consist of many embedded controllers interacting at different levels of
the system hierarchy, and the sheer amount of embedded code significantly affects the
design of other control systems. As a result, control system verification and validation (V&V)
must consider many complex elements. The considerations are that controller components
are evaluated in combination and individually within a level of functional hierarchy, then
the V&V process integrates the various subsystems at different levels in the functional
hierarchy, and finally consider how the chosen implementation technology and design
methods impact each phase of the development cycle. This systems framework then
includes theory, tools, and methods for addressing optimal controller design issues across
and between levels of functionality, implementation, and realization for the specific task of
control system development (Thomas G, 2001).

3.2 Threat intelligence

Intelligence involves covert activities that include targeting, collection, analysis,
dissemination, and action, all of which aim to enhance security or maintain a strategic
advantage against competitors. These activities are crucial for providing early warnings
about emerging threats and identifying opportunities to safeguard national or
organizational interests (Peter Gill, 2009). Traditionally, intelligence work has focused on
identifying "threats,” understood as deliberate actions by adversaries, but this focus has
broadened to include the concept of "risk" as a key element. The terms "threat" and "risk"
are now used in tandem, where "risk" may refer to both intentional and unintentional
potential losses, thus expanding the scope of intelligence beyond strictly hostile actions
(Johansen). This shift reflects the growing complexity of modern security landscapes, where
threats can arise from various sources, not all of which are intentional or targeted.

For intelligence professionals, threat analysis remains a core focus, encompassing an
evaluation of an adversary's capabilities, objectives, and strategies. In this analysis,
intelligence workers may also assess the opportunities and appeal of a threat from the
adversary’s perspective, as well as potential consequences for the target. This multifaceted
approach allows intelligence to provide nuanced insights that go beyond basic threat
detection, supporting decision-makers in crafting informed responses. By understanding
both the threats and risks involved, intelligence can offer a more comprehensive view of
vulnerabilities and advantages, thus reinforcing preparedness. Ultimately, the integration
of both threat and risk assessments enables intelligence to address a broader range of
security concerns in a rapidly changing environment.

3.3 Threats in various fields

The many threats that exist are threats that come from various fields. Both from the
smallest lines in society to sectors that concern the livelihood of many people. Both
deliberate from certain parties and conditions created by nature or a process that is
incidental. Whatever the source or cause, any form of threat in the eyes of intelligence is
something that can disrupt the sovereignty of a country. So a prototype is needed that can
collaborate with existing systems and can help to prevent and overcome existing threats.

The crisis of natural resources due to the use of conventional energy is already very
pronounced. Not to mention the damage to nature that is a side effect of its use. This is quite
a dangerous threat to the sustainability of the environment and its people. Therefore, a new,
safer energy is needed to replace conventional energy. Much attention has turned to
renewable energy as a result of the recent sharp rise in oil prices, security of supply
concerns, and pressure to comply with greenhouse gas emission limits such as the Kyoto
Protocol. Resources to meet the growing demand for energy. Other energy sources such as
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biomass, solar, and tidal power are still underutilized, but wind energy technology has
developed rapidly. Wave energy has previously untapped potential, and the variability
nature of wave energy has proven to benefit perennial problems with many renewables,
especially wind especially when used in conjunction with wind energy (F. Fusco, 2010).

In the midst of conflicts that occur everywhere, strengthening the military fleet,
especially the air is important. The conflict will become an external threat that disrupts the
sovereignty of a country if its military sector is weak. Therefore, it is necessary to develop
the quality of the country's military by increasing the capabilities of the fleet or defense
equipment owned. Military aviation safety is critical to military operations as aviation
accidents can cause personnel loss of life, asset damage and mission failure. Therefore, it is
important to implement effective safety measures to reduce the risk of accidents and ensure
flight operations run smoothly (Fajar Adriyanto, 2020). One of the new technologies
involving control systems is Dynamic Flight Envelope Assessment and Prediction. NASA will
have a Dynamic Flight Envelope Assessment and Prediction system that will improve flight
safety by allowing them to measure changes in structure dynamics modes caused by
damage and find online fault anomalies for damaged air vehicles. In addition, the system
provides adaptive control to ensure that the damaged aircraft stays outside the permissible
limits of the structure. This is done to avoid adverse relationships between dynamic
structural modes and flight control systems. The main focus of this paper is Control
Centered Modeling; this combines load models and rigid body models with flexible dynamic
structures to provide the basis for adaptive control of the load properties of aircraft
structures over the internet.

Biological Hazard is a new field that was originally a threat due to natural processes,
but recently it has become a tool used by certain parties to attack others. The impact of this
biological threat is very broad. Therefore, there is a need for a control system that supports
the industrialization of biological drug manufacturing to cope with future threats. Under the
Defense Advanced Research Projects Agency's (DARPA) Biologically Derived Medicines on
Demand (Bio-MOD) program, the Integrated and Scalable Cyto-Technology (InSCyT)
platform is a prototype biomanufacturing platform that aims to develop a platform that
enables rapid biological purification and protein production (Amos E, 2015). Modeling unit
operations is a major focus in the bioprocessing industry. Models for bioreactors and
chromatography have been completed and will be briefly discussed in the following
sections. However, unit operations do not run in isolation, and downstream processing will
be affected by changes in unit operating conditions. This is the reason why an integrated
plant model is suggested.

Any infrastructure in a country is vulnerable to being targeted by foreign and domestic
intelligence threats. To increase our vigilance and response in the face of incoming threats,
an alarm system is needed. Alarms can be highly functional when collaborated with the right
control system. The International Society of Automation (ISA) states that “Alarm
management is the set of processes that ensure alarm systems are effective.” ANSI/ISA-18.2
(2009) states that alarm systems notify operators of abnormal processes, conditions or
malfunctions of plant equipment. Across industries, various techniques and technologies
have been used to improve the overall alarm system. These include alarm rationalization,
alarm configuration procedures and practices, and design and maintenance techniques
(Errington, Reising, Burns, & Consortium, 2009; Kvalem, Haugset, & @wre, 2000).

3.4 Use of control systems to counter threat intelligence

To deal with these threats, technological control systems need to be maximized. Of the
several threats that have and could potentially arise, the utilization of the control system
used must be appropriate, so that the process is more effective and efficient. In the field of
energy processing, the control system can be collaborated with WEC or Wave Energy
Converter. This device can convert energy from ocean waves into electrical energy (John V,
2014). However, the results are not optimal with the current device, so a system that can
amplify the energy output is needed. A proper control technology system can multiply the
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energy extracted from the WEC, although there is still much work to be done to optimize
the basic geometry of the WEC and develop an efficient PTO system, the control community
plays an important role in making wave energy extraction economical. Device size and
configuration, maximizing energy extraction from waves, and optimizing energy conversion
in the power take-off (PTO) system are some aspects of WEC design and operation that can
be influenced by dynamic analysis and control system technology. In addition, predictive
control of dwell periods, a control strategy, is claimed to increase average annual power
production by preventing the control system from unnecessarily disabling devices when sea
conditions become too bad. “Discrete Control-Latching and Declutching” for other control
methods based on discrete control.

Secondly, the world of aviation also needs a touch of control system in some parts. With
the concept of Dynamic Flight Envelop Assassment and Prediction will improve flight safety
through the process of online fault identification for damaged air vehicles and measurement
of changes in structural dynamics modes caused by damage (James M, 2008). The
Generation [ IFCS flight control concept uses an indirect adaptive approach to compensate
for abnormal or damaged flight conditions. Basic pre-trained neural networks are
programmed to generate appropriate control and stability derivatives to describe the
aircraft dynamics under specific flight conditions. The linear quadratic regulator control
system incorporates these parameters. The online solution of the Riccati algebraic
equations determines the optimal tracking gain. The derivative estimation algorithm works
with a basic neural network to estimate stability and control parameters. NASA developed
this algorithm, which continues to work.

Furthermore, in the medical field, especially in advanced manufacturing of biological
drugs. It is very clear that industrializing a product requires a systematically organized and
complex production system, including the manufacture of biological drugs (Amos E, 2015).
The control system can organize in such a way that the production process of a drug that
emphasizes effectiveness and efficiency, so that the results obtained are quality, precision,
a lot and in a short time. One example of controlling this system is like when proteins and
salts enter a chromatography column, they are regulated from the end of the bioreactor to
the separation unit. In a chromatography setup, sensors can only be placed at the entrance
and exit of the column, not inside it. This limits the use of conventional feedback control.
For example, premature breakthrough during the loading phase would be the only way to
know if the loaded solution has a very high protein concentration. Once breakthrough is
found, loading will be stopped. During the wash phase, additional proteins would be lost,
which inhibits recovery. Not only that, ideal open-loop control can also be used as a control
strategy to reduce this effect. In this situation, the measures of the load solution
concentration, obtained through UV280 uptake or Raman spectroscopy, can be used as
parameters for the chromatographic model presented earlier. Thereafter, optimization can
be used to select operating conditions that will allow for optimal process performance.

Further applications are more broadly useful because they can be system monitoring
as well as other functions in various sectors. An alarm system affiliated with the control
system will increase the use value of the device. During the early stages of control system
development in the chemical and petroleum industries, wall-mounted process indicators,
lights, switches and recorders were used to observe, control and record process
parameters. Operators saw alarms with flashing lights (visual signals) and horns (audio
signals) in a hinged rectangular array called a “lightbox” (Hollifield & Habibi, 2010). Alarms
serve as the primary means of communicating between the operator and the automatic
control system (Bristol, 2001). The larger number of configured alarms in a system is due
to limited rules, simplified procedures for configuring alarms, and engineering and
organizational procedures followed during the alarm system design and maintenance
process. This increases the likelihood of alarm flooding (Bergquist, Ahnlund, & Larsson,
2003; Stanton & Baber, 1995). The value of a process variable (PV) at a given time is
compared to a configured set point (low or high), known as an alarm setting, in a process
control system. Alarms are driven by electronic circuits (M. Mannan & West, 2005). Alarms
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are displayed in the alarm display window and dynamically stored in the DCS database with
pre-set priority levels (Matthew Bransby, 2001; Skjerve & Bye, 2011).

4. Conclusions

Although the term “threat” stemming from a deliberate act has traditionally been used
by intelligence, the concept of “risk” is now part of its language, as with other policy areas.
The many threats that exist are threats that come from various fields. The crisis of natural
resources due to the use of conventional energy is already very pronounced. Therefore, a
new, safer energy is needed to replace conventional energy. In the field of energy
processing, the control system can be collaborated with WEC or Wave Energy Converter. In
the midst of conflicts that occur everywhere, strengthening the military fleet, especially the
air is important.

Therefore, it is necessary to develop the quality of the country's military by increasing
the capabilities of the fleet or defense equipment owned. With the concept of Dynamic Flight
Envelop Assassment and Prediction will improve flight safety through the process of online
fault identification for damaged air vehicles and measurement of changes in structural
dynamics modes caused by damage (James M, 2008). Medicine is one of the weapons to deal
with intelligence threats from biological hazard attacks. It is very clear that the
industrialization of a drug product requires a systematically organized production system.
One of the security measures to avoid intelligence threats to a country is an alarm system.
An alarm system affiliated with a control system will increase the use value of the device.
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