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ABSTRACT

Background: The development of digital technology has transformed the landscape of threats to national
security, with non-military threats, including cyberattacks, digital terrorism, and disinformation, becoming
increasingly urgent. These threats have the potential to undermine social, economic, and political stability. This
study aims to analyze the integration of cyber and conventional defense in strengthening national resilience
against non-military threats. Method: This research employs a qualitative approach, analyzing literature and
policies of national security institutions regarding non-military threats. Primary data were obtained through a
literature review of journals and articles accessed via SCOPUS. The study began with brainstorming to identify
topics, subthemes, and relationships between concepts. Findings: The results indicate that integrating cyber
and conventional defense enhances the response to hybrid threats. Joint management of cyber and physical
threats, along with sharing resources and information between agencies, enhances the effectiveness of
responses to complex threats. Conclusion: This study concludes that integrating cyber and conventional
defense systems is crucial for addressing threats in the digital age. Its success depends on clear policies,
regulations, and strict oversight to ensure effective coordination between relevant agencies.
Originality/Novelty of the Article: The article's originality lies in proposing an integrated defense model that
combines conventional and cyber strategies to address hybrid threats, a topic that has not been extensively
discussed in the literature.
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1. Introduction

The rapid development of digital technology over time has become one of the primary
factors significantly impacting a country's security. In maintaining national security, various
threats—both military and non-military—require special attention. Threats to national
security consist of military threats, hybrid threats, and non-military threats (Triyana, 2022).
Military threats are forms of power used to maintain security through the use of physical
force, often marked by armed conflicts. On the other hand, non-military threats include
complex emergencies and disasters, which require extraordinary measures from the
government to preserve national resilience and security.

Military threats are no longer the primary focus in maintaining national security; non-
military threats are playing an increasingly important role and are receiving serious
attention from countries worldwide in the rapidly advancing digital era. According to
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Martin (2022), non-military threats have become one of the most significant and pressing
security concerns in the digital age. These threats can lead to instability in social, economic,
and political spheres. Examples of non-military threats include cyberattacks, terrorism,
misinformation, and attacks on vital infrastructure, all of which can disrupt public life and
do not require armed force in their process. Therefore, national security arising from non-
military threats is considered an important issue for societies and countries today (Prezelj
et al, 2020). The new challenges to national security need to be regarded as digital
technology continues to evolve, especially in the face of non-military threats. These threats
are not only related to the virtual world but also intersect with various sectors of life. The
increasing dependence on digital technology and communication has become one of the
triggers for non-military threats, thus requiring countries to adjust their defense strategies
to address these threats.

Non-military threats not only destroy vital infrastructure but also have widespread
impacts that can threaten the economic, governmental, and social sectors of society. One
example of a non-military threat is cyberattacks, which have become a significant concern
in the digital era. Cyberattacks can occur in various locations and continue to evolve
(Guembe et al., 2022). Anything related to technology and communication connected
directly to the internet has a high potential to be targeted by cyberattacks. The increasing
use of the internet as the most popular source of information and online services (Shaukat
et al, 2020) makes it easier for cyberattacks to be carried out through internet systems on
connected devices, either by damaging existing systems or spreading viruses that can
destroy important data.

Additionally, terrorism has become a non-military threat that is receiving more
attention in the digital world. Terrorist groups are now using digital technology to spread
ideologies, recruit new members, and plan and carry out attacks. Social media platforms
and websites are used as tools to spread propaganda and recruit individuals influenced by
radical ideologies. With internet access, terrorist groups can easily reach a wider audience
without geographical boundaries, thus increasing the threat to national security. Another
form of non-military danger is the spread of inaccurate and harmful information, which can
trigger conflicts both online and offline among the public. The increasing number and ease
of access to social media make it one of the fastest ways to spread information in the digital
age. A typical example is the spread of fake news (hoaxes), where the information may not
be accurate and cannot be verified, leading to the erosion of public trust and even causing
social harm. For this reason, the government and security institutions must have the ability
to identify and address misinformation by filtering available information and conducting
thorough verification and analysis of circulating digital content.

Non-military threats impact human security and can trigger conflicts at both the
domestic and international levels, ultimately threatening national security stability (Reza,
2021). Another significant non-military threat is the potential disruption of critical
infrastructure, including electricity networks, banking systems, transportation, and
communications. Threats to infrastructure can take various forms, such as cyberattacks that
damage control systems or natural disasters that destroy physical facilities. The impact of
these threats extends beyond just the system and affects other sectors that rely heavily on
continuous operations. For example, an attack on the energy system could cause a power
outage across critical areas such as hospitals, which rely on electricity for medical
equipment. If the power supply fails, the consequences would not only be operational losses
but could also threaten human lives. Similarly, an attack on the financial system could lead
to economic instability and erode public trust in that financial system.

Additionally, attacks can target communication systems by cutting off existing
communication networks. In emergencies, this would significantly disrupt the coordination
process, making it difficult for the public and the government to carry out rapid and effective
responses. If communication systems are disrupted, the flow of critical information needed
for crisis management is hindered, and ultimately, accurate decision-making cannot be
made. Delays in coordination could exacerbate the impact of a disaster or threat, ultimately
jeopardizing public safety and the country's overall stability. Therefore, countries or
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governments must protect these infrastructures by developing security policies for internet
usage. Additionally, a country needs to have effective cybersecurity management to support
its financial growth (AL-Dosari et al, 2024). Cybersecurity management refers to the
implementation of technologies, procedures, and practices designed to protect networks,
computers, programs, and data from various threats, including non-military threats such as
cyberattacks (Sarker et al., 2021).

With the advancement of the digital era, nations must strengthen their security
systems, as threats to a country now come not only from military conflicts on battlefields
but also from cyberattacks that can damage various vital systems within the country. One
step that can be taken is to integrate cyber defense and national security to address threats
emerging from the cyber world, such as cyberattacks and cybercrimes (Bellanova et al,,
2022). To create amore complete and ideal defense system, conventional security and cyber
defense are considered as two interdependent components. Conventional security is a form
of national defense against military and physical threats. Steps taken to maintain
conventional security include protecting borders, monitoring potential internal and
external threats, and providing rapid and direct military responses in emergencies. On the
other hand, cybersecurity needs to be strengthened given the continuous increase in
technology usage over time.

Cybersecurity focuses on protecting digital systems, networks, and information from
threats that can cause damage as severe as physical threats. In this regard, cyber threats
such as hacking, computer viruses, ransomware attacks, and attacks on critical
infrastructure have become very real threats to national security. The importance of
integrating these two forms of security is not only due to the evolving nature of threats but
also to the increasing complexity of the threats themselves. Cyber threats do not require
direct targets as they can emerge at any time and from any location. In contrast,
conventional threats, though still relevant, are insufficient to handle threats originating
from the cyber world. Therefore, to face these transnational and varied threats, integration
between these two crucial components is necessary.

Moreover, this integration enables the sharing of resources and information between
government agencies and the military, which are responsible for maintaining national
security. It is not only technology agencies that must be responsible for cybersecurity, but
also agencies responsible for sectors such as economics, defense, and energy. Thus, a more
comprehensive understanding of threats will enable the country to manage risks better and
create more comprehensive laws to address attacks. All parties responsible for national
security, including the government, the private sector, and the general public, must be
involved in forming these policies.

However, the challenge of integrating these two components is significant due to
differences in skills and practical applications. Traditional security focuses more on military
readiness, border control, and handling situations requiring physical action, while
cybersecurity demands deep technical expertise and an understanding of rapidly evolving
digital technologies. Nevertheless, cyberattacks can affect physical infrastructure, while
physical threats can exploit weaknesses in cyber systems. Therefore, defense strategies
must consider both threats simultaneously (Zhang et al., 2023).

Additionally, the regulatory and policy aspects must also be considered in this
integration. The state must create a legal framework that can address emerging issues when
cybersecurity and conventional security are combined. This legal framework should
encompass data protection, privacy, and regulations related to cyberattacks, while ensuring
that defensive actions do not infringe on individual rights or democracy. Overall, to build
national resilience against increasingly complex threats in today's digital world, countries
can formulate more comprehensive strategies to face the evolving threats, both military and
non-military, by integrating these two systems.

2. Methods
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This research employs a descriptive qualitative approach, utilizing a library research
method, to explore the in-depth integration between cyber defense and conventional
security in the face of non-military threats in the digital era. This method was chosen
because it provides a conceptual and analytical understanding of the increasingly complex
dynamics of national security, which are influenced by the rapid development of
information and communication technologies. The primary data sources for this research
were obtained from national and international scientific journals indexed in SCOPUS,
academic articles, reference books, policy documents, and relevant regulations related to
cybersecurity and defense issues.

The research began with a brainstorming session to identify the main topic, essential
subthemes, and the relationships between relevant concepts. The results of this process
were then visualized in the form of a diagram (Figure 1), which serves as an initial map in
designing the structure of the discussion. The diagram systematically illustrates the
relationships between the elements of the debate, which include: (1) identification of types
of non-military threats, such as economic, social, environmental threats, cyberattacks, and
disinformation; (2) integration strategies between cyber defense and conventional security
through inter-agency cooperation, development of synergistic policies and regulations, and
law enforcement; (3) integration challenges, including resource limitations, differences in
organizational culture, and policy mismatches between agencies; and (4) forms of
integration implementation through strengthening infrastructure, forming cross-sector
joint teams, and utilizing advanced technologies. This visualization helps researchers
construct a logical, systematic, and focused writing flow aligned with the research
objectives.

Types of Non-Military Threats

Integration Strategies

Economic Threats

Social Threats Collaboration between Agencies
Environmental Threats Policy and Regulation
Cyber Attacks Integration of Development
Cyber Law Enforcement and Compliance

Disinformation
Defense and

Conventional

J Security —Ié Challenges

Resource Limitations

Implementation

Strengthening Infrastructure

Establishing Joint Task Forces Organizational Culture Differences

Utilization of Advanced Policy and Regulation

Technologies

Fig. 1. Brainstorming diagram
3. Results and Discussion
3.1 Identification of non-military threats

In the digital era, non-military threats have become a primary concern in both national
and international security. This security has evolved in tandem with technological
advancements, where threats initially associated with military attacks have now expanded
to include non-military threats. These threats are complex and can occur without regard for
national borders, requiring a comprehensive strategy to address them. Identifying non-
military threats is one step that society and governments can take to prepare for facing these
threats. Non-military threats are more potentially harmful because they operate indirectly,
without involving physical force, but rather through technology that we sometimes do not
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even realize. Several sectors can be impacted by these threats, including the economy, the
environment, technology, and even ideology. Threats related to the economic sector, such
as global economic instability and fluctuating prices, can impact people's purchasing power,
ultimately weakening national economic resilience. Beyond economic issues, threats from
the environmental sector, such as climate change and increasing air pollution, have long-
term impacts on the quality of human life, especially in terms of health, as they indirectly
threaten human lives. Furthermore, climate change can lead to more frequent natural
disasters, such as floods, droughts, and storms, which have become more prevalent in recent
years. These disasters cause damage to infrastructure and threaten food security, ultimately
impacting the country's political and economic stability. Other threats can also be viewed
from a social perspective, where differences in ethnicity, religion, or other social groups can
trigger security and political issues within a country. The presence of radical ideological
thinking or terrorism in society can disrupt social harmony, divide communities, disturb
order, and even endanger the lives of citizens.

The development of digital technology today also presents a new threat that is just as
important to be aware of. Public awareness and knowledge of the latest technologies are
crucial for minimizing emerging threats. Along with the rapid advancement of digital
transformation, several groups have increasingly recognized the benefits that can be gained
from modern technology (Jada & Mayayise, 2024). However, the drawbacks of modern
technology also present more serious impacts if not used properly. These threats from
modern technology include cybercrimes, which heavily rely on technology and the internet.
Cyberattacks involve data hacking, identity theft, and attacks on critical infrastructure,
leveraging technology and the internet to infiltrate security systems. Some common forms
of cyberattacks that frequently occur and have the potential to damage systems include
malware, ransomware, and DDoS (Denial-of-Service) attacks (Nguyen & Reddi, 2023).

Malware refers to software designed to damage, access, or control computer systems
by infiltrating them without the user’s permission. Malware can take the form of viruses,
worms, trojans, spyware, and adware. A typical example encountered daily is when a virus
warning appears on our personal computers or laptops. A virus spreads through systems by
attaching itself to existing programs, while worms can directly copy data from an infected
system to another system without needing a host file. Meanwhile, trojans disguise
themselves as legitimate software, causing users to unknowingly install them. In reality,
these trojans are hacking into the installed systems. On the other hand, spyware and adware
collect users' personal information by displaying unwanted ads. Another form of
cyberattack is ransomware, which demands a ransom from the user or victim by locking or
encrypting data on infected devices. A recent case in Indonesia in 2024 involved a
ransomware attack on the National Data Center, where not all of the locked data could be
restored, and further attacks could occur even if a ransom payment solution were
implemented. Another type of cyberattack is a Distributed Denial of Service (DDoS) attack,
which makes an online service or website inaccessible to legitimate users by overwhelming
the target server with excessive internet traffic. This DDoS attack exploits weak passwords
and unencrypted data transmission (Nimmy et al., 2023). The attack uses a botnet, a group
of devices infected with malware and controlled remotely. These devices are then used to
send large amounts of requests or data to the targeted server, overloading the system and
causing delays or complete service failure.

Another threat that has emerged in society and is frequently encountered in the digital
era, easily accessible through the internet, is the spread of misinformation or
disinformation. Disinformation is often spread through social media, as nearly all members
of society use these platforms with ease. The purpose of disinformation is to disseminate
false or misleading information, thereby undermining public trust in an institution and
ultimately leading to social tension. This disinformation often becomes a highly effective
tool for spreading information on digital media, especially during elections, which can
trigger political instability by providing inciting and misleading information whose accuracy
is questionable. Therefore, the information officially disseminated by the government is of
great importance (Kurnia et al., 2024). Additionally, data security poses a significant threat.
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This threat involves the theft of personal data and sensitive information by irresponsible
parties (Qammar et al., 2022). For example, personal data such as identification numbers,
bank account information, or medical records can be hacked and misused for fraudulent
purposes, leading to criminal activities. Another threat related to infrastructure can also
affect the daily lives of people. Attacks on infrastructure such as power, water, or
transportation systems can disrupt the continuity of operations. Furthermore, attacks
involving infrastructure, such as hacking control systems, can cause significant disruptions
in the provision of vital services. If these attacks succeed, it can lead to a national or
international crisis that disrupts economic stability, endangers public safety, and worsens
political tensions. Therefore, countries need to develop strategies to address non-military
threats by creating well-structured policies and practical measures to mitigate their impact.
Not only is government cooperation essential, but also cooperation between security
agencies and the public is crucial to support this strategy by identifying non-military threats
on the ground. The role of both the public and private sectors in introducing technology and
regulations is necessary to strengthen policies (Bellanova & de Goede, 2022). Thus, the
active involvement of various sectors, both public and private, along with public awareness,
should not rely solely on military power, but also on joint efforts to prevent and address
non-military threats.

3.2 Strategy for integrating cyber defense and conventional security

The digital era requires us to keep up with the rapidly advancing technology and
internet developments. With the advent of this technology, threats to data and
infrastructure have become vulnerable and can be carried out unknowingly across almost
all sectors of life. The growth of technology also correlates with the increasing emergence of
non-military threats, which are more concerning and can disrupt the social fabric.
Therefore, integrating cybersecurity and conventional security systems is crucial to address
hybrid threats (Bigakci & Evren, 2022). The combination of cyber technology and
conventional systems can create an effective defense strategy (Ghosal & Conti, 2020). These
two aspects represent a blend of threats originating from both the cyber world and the
physical world, where they are interconnected and can have adverse effects if not
appropriately managed. An unsuitable strategy can affect a country's defense policy
(Wolfley, 2021). In practice, the integration of cyber defense and conventional security
cannot be carried out separately. Conventional security systems are not equipped to handle
dynamic digital attacks (Binnar et al., 2024). If these two aspects are handled separately,
responses to emerging threats will become slow, overlapping, and ultimately ineffective.
This has been demonstrated in several countries where two different agencies often manage
cyber defense and conventional security aspects. Cybersecurity is handled by a specialized
agency that manages information and communication technology, while national security
agencies manage conventional security. In Indonesia, for example, cyber defense is managed
by the National Cyber and Encryption Agency/Badan Siber dan Sandi Negara (BSSN), which
is responsible for protecting national cybersecurity from cyberattacks and coordinating
policies, strategies, and implementations related to information and communication
technology. On the other hand, conventional security is handled by agencies such as the
Indonesian National Armed Forces/Tentara Nasional Indonesia (TNI) and the National
Police/Kepolisian Negara Republik Indonesia (POLRI), which are responsible for maintaining
the nation's security and defense. Therefore, these two agencies should not be separated but
must actively collaborate and communicate with each other. Secure communication and
adherence to good security standards can be key to enhancing cyber resilience (Hou et al.,
2024).

Cooperation between cyber defense and conventional security agencies must be
supported by clear policies and regulations that establish a clear division of responsibilities
between the two institutions to avoid shifting responsibilities. More comprehensive legal
policies and strategies are essential to address digital threats (Poornima, 2022). Therefore,
the development of policies and regulations becomes a crucial security strategy (Ghelani,
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2022). This development relies not only on hardware and software but also requires a legal
framework to guide these two aspects, ensuring effective coordination. Cyber defense and
conventional security policies must be structured to avoid overlap and ensure active
coordination between the various agencies involved. In Indonesia, the policies between
BSSN, TNI, and POLRI must clearly outline how cyber defense supports conventional
security, and vice versa, in protecting vital infrastructure and national data. These policies
should include long-term goals, such as improving national resilience in cyberspace and
establishing guidelines for cooperation involving various government agencies, private
institutions, and society. Not only at the national level, but policies should also be developed
to collaborate with the international community in achieving the integration of cyber
defense and conventional security. International collaboration is crucial in strengthening
military defense (Wieslander, 2022). Not only policies, but regulations are also vital to
establish a legal framework for cooperation between agencies involved in cyber defense and
conventional security. Government institutions, such as the Ministry of Communication and
Information (Kominfo) and the Ministry of Defense, should be involved in supporting this
integration with clear legal regulations concerning the roles and responsibilities of each
agency in handling threats related to these two aspects. For example, when a cyber threat
targets the national financial system, institutions such as Bank Indonesia and the Financial
Services Authority/Otoritas Jasa Keuangan (O]JK) can collaborate with BSSN and other
defense agencies to promptly identify and address the threat. On the other hand, TNI and
POLRI should also participate in ensuring the physical and operational security of critical
infrastructure by being granted access to data and information from cyber defense.
Therefore, alignment between policies and regulations in cyber defense and conventional
security is essential.

Clear policies and regulations in the integration of conventional security and defense
must also be supported by enhanced oversight and law enforcement. The policies and
regulations implemented should not only be normative but also translated into concrete
actions. Oversight of these policies and regulations must be carried out regularly, such as
through inspections of critical infrastructure readiness, involving audits and evaluations of
systems vulnerable to cyberattacks. These inspections aim to identify security gaps that
irresponsible parties could exploit. In this regard, cybersecurity audits are crucial as they
help ensure that existing defense systems are capable of facing threats, whether from
internal or external sources. In addition to audits, ongoing monitoring must also be
performed, particularly on critical infrastructure such as communication networks, energy
infrastructure, and the financial and health sectors, which heavily rely on digital technology.
With this oversight, preventive measures or mitigation efforts can be swiftly addressed.
Furthermore, the government must ensure that agencies responsible for handling
cyberattacks, such as BSSN, continue to update and enhance their cybersecurity capabilities
through training and updates on newer technologies. On the other hand, the government
must also enforce strict laws against cybercriminals, whether individuals or groups. The
laws applied must be fair and appropriate to each perpetrator involved in criminal actions
such as data theft, hacking, and others. Additionally, the government should establish an
effective and fair reporting system that facilitates active participation by both the private
sector and the public in reporting potential cyber threats. Thus, strict oversight and robust
law enforcement can create a solid foundation for maintaining both cybersecurity and
conventional security. Moreover, the defense system built should involve all levels of
society, both the public and private sectors, to help reduce threats and respond to emerging
threats quickly and effectively. Equally important is international cooperation, which is
essential for exchanging information in the effort to combat cybercrime at any time and
under any circumstances.

3.3 Challenges in integrating cyber defense and conventional security
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Collaboration between cybersecurity and conventional security is crucial to strengthen
responses to increasingly complex cross-border threats (Bellanova & Glouftsios, 2022).
However, many intricate challenges in the process hinder the overall effectiveness and
efficiency of the national defense system. Security challenges arise due to the growing
dependence of society on the internet (Khan etal., 2022). One of the challenges is the limited
availability of resources, both in terms of budget and personnel. Limited resources are a
significant challenge in implementing both cyber and conventional security (Hameed et al.,
2021). Regarding the limited budget, defense agencies face difficult choices when allocating
resources between maintaining existing conventional capabilities and developing relatively
new cyber capabilities. The development of cyber defense infrastructure requires
substantial budget allocations for advanced technology procurement, specialized software,
and the latest threat detection systems. Not only is the development of infrastructure
required, but the ongoing development and maintenance of cyber defense systems also
demand continuous updates to keep up with the latest technological advancements, which
are driven by the constantly evolving nature of cyber threats. As a result, the budget
allocation may change over time and needs to be sustained. This limitation in budget
allocation results in an imbalanced prioritization between conventional and cyber defense,
with the current budget being more heavily allocated to conventional defense. In contrast,
cyber defense receives limited funding despite the rapidly increasing cyber threats. Another
limitation is seen in the human resources available for cybersecurity, which presents a
significant challenge due to the lack of knowledge and technical expertise (Moyo & Loock,
2021). The number of experts in government agencies is limited because most experts with
high technical skills in the cyber field tend to choose private sector jobs. On the other hand,
in the conventional security sector, the number of human resources is relatively higher, but
not all possess cybersecurity skills, as they generally focus on physical operations.
Therefore, the challenge is to train personnel in both fields, conventional skills as well as
cyber skills, which is a need that must be addressed. However, conducting this training
requires sufficient resources, both in terms of budget and time.

The organizational cultural differences between cyber defense agencies and
conventional security agencies present another challenge that hinders the integration of
these two aspects. Conventional security agencies generally have a clear hierarchical
structure with standardized and strict operational procedures, as well as a high-discipline
culture. In contrast, cyber defense agencies have a more flexible structure, focusing on
innovation and relying more on collaboration among various parties involved, as well as the
ability to quickly adapt to digital developments. Personnel in cyber defense agencies tend to
have civilian backgrounds focused on technology and innovation. In contrast, personnel in
conventional security agencies generally have military backgrounds that are more
structured, adhering to established doctrines and procedures. Additionally, the decision-
making process in conventional security agencies typically takes longer because it must
proceed through hierarchical levels and adhere to strict procedures. In contrast, cyber
defense agencies require rapid responses and quick decision-making. This difference
creates a misalignment in practice, leading to difficulties in coordination between the
agencies when responding to cyber threats, which are highly dynamic and rapidly changing.
This issue is also supported by the high culture of privacy and secrecy in conventional
security agencies, which tends to limit information sharing. On the other hand, cyber
defense agencies require collaboration and information sharing, combining strengths from
both the public and private sectors (Paalo et al., 2024). This difference becomes evident
when a country faces an emergency involving both cyber and physical threats
simultaneously. The organizational culture contributes to delays in responding to these
threats because each agency has a distinct approach and timeline for addressing them. To
overcome these differences, it is necessary to foster a supportive work culture between the
agencies by conducting joint training sessions to exchange information and understand the
challenges and working methods of each agency.

Challenges in policies and regulations also become obstacles that need to be addressed
in the integration of these two aspects. Policy is a critical domain in cybersecurity
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management (Liebetrau, 2024). In many cases, the policies and regulations between the two
do not align with each other and are often contradictory. Moreover, the lack of clarity
regarding authority and responsibility in addressing cyber threats leads to overlaps or even
alack of response to these threats. For example, some countries have yet to determine which
agency should respond when a cyberattack occurs and which resources they will choose to
deploy. Another example is that strict personal data protection policies may hinder cyber
defense agencies from accessing the necessary information to detect and respond to threats
in a timely manner. On the other hand, in conventional security agencies, regulations
prioritize physical protection and focus more on direct threats, such as military attacks or
terrorism, without considering cyber threats that could compromise vital infrastructure.
Therefore, precise and robust standard regulations and security systems are crucial for
protecting sensitive data from cyberattacks (Sadhu et al., 2022). Another challenge is the
existence of privacy and data security policies, which create difficulties in information
sharing between agencies, the private sector, and even with other countries. These policies
make it difficult to obtain the data needed for identification efforts, which complicates the
response to emerging cyber threats. Therefore, the government must ensure that policies
and regulations support the rapid and effective exchange of information between relevant
agencies without compromising data security and privacy. Additionally, the government can
create international standards that facilitate information exchange and collaboration
between countries worldwide, enabling them to work together in facing cross-border cyber
threats.

3.4 Implementation in the integration of cyber defense and conventional security

Digital technology has a profound impact on national security, with increasingly
complex potential threats emerging. The growing use of digital media today can be an
effective strategy in facing these threats (Li et al, 2020). Threats not only come from
conventional forms but also from more sophisticated and hidden threats that are more
dangerous. Conventional security, which once operated separately from cyber defense, must
now collaborate and integrate to protect the country from all aspects of security threats.
Hybrid threats necessitate the coordination of all sectors—government, the private sector,
and the general public—to respond to these threats more quickly and effectively. Therefore,
the implementation of a defense system that integrates cyber defense and conventional
security has become essential in addressing cyberattacks, particularly in protecting
sensitive data and user privacy, which are vulnerable to such attacks (Ahmed et al., 2022).
During the implementation process, several key components, including strengthening
infrastructure, forming joint teams, and utilizing advanced technology, are crucial to
consider. Adequate infrastructure is expected to support the smooth operation of the
defense. A strong infrastructure will serve as the primary foundation for integrating cyber
defense and conventional security. Strengthening infrastructure should involve systems or
other elements used to ensure operational continuity, even in the event of a disruption. In
this case, the country can build backup data centers and disaster recovery systems
supported by physical facilities that can store IT infrastructure equipped with special
protections, such as fire detection systems, temperature control systems, and secure
electrical networks. Additionally, this infrastructure strengthening is carried out by
developing data centers that can securely handle sensitive information. These data centers
are expected to facilitate the integration of both aspects, allowing them to exchange
information quickly and efficiently while ensuring the security of the data exchanged
between agencies. This data security can be protected using encryption systems (Faragallah
et al.,, 2020). Communication networks are another crucial aspect to support infrastructure
strengthening. These network infrastructures must be designed to detect and block infected
components, preventing them from spreading throughout the network system. The
development of protection systems also contributes to infrastructure strengthening,
utilizing technologies such as artificial intelligence (Al) that can quickly and efficiently
detect and respond to cyber threats (Ding et al,, 2022).
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The formation of a joint team is another step in the process of integrating both security
aspects. This joint team comprises various defense elements with diverse skills and
expertise, structured within a robust security framework where both cyber and
conventional security work together as a unified entity. The team should at least have
expertise in risk management, responding to attacks, and understanding regulations. Strong
collaboration between these two teams facilitates faster detection and response to hybrid
threats involving both physical and digital components. In this case, establishing an
organizational structure and developing clear operational procedures are crucial for
operating optimally in addressing the continuously evolving threats. The organizational
structure of the joint team should ensure that the security operations center has a leader
responsible for the overall security strategy and operations. Under this leader, the heads of
cybersecurity and conventional security must regularly coordinate to unify their
understanding and implementation of uniform security measures. Therefore, cross-training
between these two crucial components is necessary to develop the joint team by sharing
training, such as training conventional security personnel in basic cybersecurity knowledge,
and vice versa. This training program is designed to prepare the joint team to address more
complex threats, including both physical and cyber attacks. On the other hand, the
development of operational procedures must allow for interaction and have precise
mechanisms. For example, the highest hierarchy in the security operations center is
responsible for collecting data from various sources, analyzing potential threats, and
ensuring smooth coordination among the relevant teams. Meanwhile, the joint team is
responsible for handling threats by designing and executing appropriate mitigation
strategies and emergency plans according to the severity of the threats faced.

The utilization of advanced technologies is a key factor in integrating cyber defense and
conventional security. This is supported by the synergy between cyber and conventional
technologies that can improve operational efficiency and security (Khan et al., 2024). The
development and use of technology are highly beneficial in protecting national
infrastructure and safeguarding it from cyber threats (“The United States and Bahrain Sign
Comprehensive Security Integration and Prosperity Agreement,” 2024). Emerging
technologies, such as artificial intelligence (Al), the Internet of Things (IoT), blockchain, and
cloud-based monitoring systems, can be leveraged to enhance coordination and improve the
ability to detect and mitigate complex threats. Al can be used to monitor and analyze threats
in real-time by identifying suspicious attack patterns and providing early warning
information. In computer network operations, Al can automate the detection and mitigation
of cyberattacks (Shandilya et al., 2022). Additionally, Al can identify potential threats that
might otherwise go undetected by manual methods through the analysis of big data. Another
technology, blockchain—a relatively new development—can be a solution to strengthen
data security and protect user privacy (Hafeez et al., 2023). Information shared on this
technology can be ensured for authenticity and regulated to prevent data manipulation by
using a secure and transparent record-keeping system. Furthermore, the Internet of Things
(IoT) is a technology that connects physical devices using the internet, allowing them to
collect, share, and analyze data. [oT can develop communication systems that support
multiple users for various applications (Irshad etal., 2023). The [oT can also connect various
devices, including surveillance cameras, motion sensors, drones, weather monitoring tools,
and other devices. All the information from these devices can then be collected and analyzed
simultaneously to detect incoming threats. Cloud-based monitoring systems are also crucial
in integrating these aspects. These systems enable various agencies to access data and
information in real-time efficiently, without being hindered by geographical limitations.
Thus, in the implementation process, strategic steps and a comprehensive approach are
necessary to create an adaptive defense system that is prepared to face various future
threats.

4. Conclusions
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Threats to national security are no longer limited to conventional military attacks; non-
military threats have become a more crucial aspect, given the rapid advancement of digital
technology today. Non-military threats have become increasingly visible, including
cyberattacks, economic crises, environmental damage, social issues, and the spread of
misinformation or hoaxes. Therefore, the national security system must integrate cyber
defense and conventional security to effectively respond to both physical and cyber threats.
Non-military threats are more complex because they are not immediately visible, yet they
have a significant impact on a country’s security and stability. Economic threats can disrupt
national financial stability, while environmental threats, such as environmental damage,
disrupt societal activities. Social threats, including division and the spread of hatred on
social media, also cause internal instability. On the other hand, cyberattacks also pose a
significant threat, as they can incapacitate critical infrastructure. Meanwhile, the spread of
fake news undermines public trust in the government. Thus, an integration strategy
between cyber defense and conventional security systems becomes an essential step to
address the complexity and diversity of these threats. A strategy that can be implemented is
through cooperation between agencies, the development of fair policies and regulations, and
the enforcement of strict laws. Information exchange and the sharing of responsibilities are
crucial for cooperation between agencies, supported by clear and firm policies and
regulations. These policies and regulations provide the legal foundation for strengthening
collaboration and ensuring that each agency involved has a clear and organized role. Proper
oversight and law enforcement also assist this integration in maintaining national stability
and security more effectively.

In the process, the integration of national defense and security faces many challenges
that need to be addressed and overcome. For instance, challenges arise from limited
resources, both in terms of budget and human resources. Additionally, differing viewpoints
resulting from organizational cultures within the relevant agencies create obstacles in the
implementation of planned strategies. Furthermore, policies and regulations that are not
aligned also pose challenges in this integration process. Efforts that can be made to
implement this integration include strengthening national digital infrastructure, forming
joint teams across various agencies, and utilizing advanced technology. A strong
infrastructure is expected to ensure that security systems are resilient to threats, supported
by joint teams that collaborate effectively in combating those threats. This joint team
comprises various agencies, including the military (TNI), police (Polri), and cyber
intelligence agencies, working together to ensure that responses to potential threats are
carried out swiftly and in a coordinated manner. Additionally, the use of advanced
technologies, such as the Internet of Things (IoT), blockchain, artificial intelligence (Al), and
cloud-based monitoring systems, can help detect threats and provide data analysis, enabling
faster and more accurate solutions. With coordinated efforts and strong policies, it is hoped
that the government can maintain the country's sovereignty and security in this digital era,
with support from various sectors. Thus, the integration of cyber defense and conventional
security becomes a necessity in addressing dynamic and complex non-military threats, in
line with the continuous development of technology.
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