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ABSTRACT

Background: Conventional mechanical locks are vulnerable to key duplication and manipulation, while
existing loT-based smart locks often lack multi-layer authentication, real-time monitoring, and energy
efficiency considerations. Furthermore, energy efficiency considerations in smart lock systems have received
limited attention despite their importance for sustainable engineering. These limitations necessitate the
development of more robust security architectures that integrate biometric verification with cloud-based
access management to enhance system reliability and scalability. Methods: This study implements a dual-
layer smart lock system integrating fingerprint authentication (AS608 sensor) with cloud-based remote
control via Blynk IoT platform. The system uses Arduino Mega 2560 for local control and Wemos D1 Mini
(ESP8266) for cloud communication. Performance was evaluated based on authentication accuracy
(FAR/FRR), power consumption, battery endurance, and notification reliability. Findings: The system
achieved FAR = 0% and FRR = 2.5% over 40 attempts, with 100% cloud notification delivery under stable Wi-
Fi. Power consumption measured 4.5 W (standby) and 15.6 W (active). Battery endurance reached 19.54
hours (standby) and 5.64 hours (continuous active). Total system cost was IDR 753,635, significantly lower
than commercial alternatives. Conclusion: The developed prototype successfully integrates biometric
authentication with cloud-based monitoring, resulting in a secure, scalable, and energy-efficient access control
solution suitable for residential and commercial applications. This research contributes a reproducible
engineering blueprint for dual-controller IoT lock systems with explicit energy performance characterization.
The system exhibits enhanced reliability, accessibility, and operational efficiency. Novelty/Originality of this
article: This research contributes a complete engineering blueprint for dual-layer IoT lock systems with
explicit energy performance characterization, component-level power allocation, and cost analysis—features
typically absent in existing smart lock literature.

KEYWORDS: Arduino mega 2560; blynk; fingerprint authentication; IoT system; smart
lock system.

1. Introduction

Smart lock systems based on Internet of Things (IoT) technologies have significantly
transformed physical security paradigms by delivering advanced functionalities that
surpass the inherent limitations of conventional mechanical locking mechanisms. These
systems enable users to remotely control, monitor, and manage access through
interconnected digital devices, thereby improving operational flexibility, efficiency, and
user convenience in both residential and commercial environments (Aniru et al., 2024;
Thakur, 2024; Zainuddin et al,, 2024). Core features such as keyless entry, scheduled
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locking, remote unlocking, and access logging are typically integrated within mobile
applications and cloud platforms, allowing seamless interaction between users and access
control systems (Aluri, 2020; de Lima et al., 2020).

The fundamental architecture of loT-based smart lock systems consists of hardware
components such as microcontrollers, wireless communication modules, relay interfaces,
and electromechanical locking mechanisms. These elements coordinate sensor inputs—
including biometric sensors or digital keypads—and translate them into control signals for
mechanical actuation (Adedoyin & Olukoya, 2024; Sharifuzzaman et al.,, 2022; Singh et al,,
2024; Tiwari & Waoo, 2024). Cloud-based platforms further extend system capabilities by
enabling centralized data storage, analytics, and real-time monitoring (Mahali, 2016;
Tiwari & Waoo, 2024). Integration with mobile backends enhances usability by providing
immediate feedback and remote accessibility via smartphones (Lee et al., 2015; Yin et al,,
2021; Sugihartono et al,, 2019).

Recent advancements have emphasized the integration of enhanced authentication
mechanisms to mitigate emerging cybersecurity threats. Biometric technologies such as
fingerprint recognition and facial identification provide unique and non-transferable
credentials, thereby reducing vulnerabilities associated with physical keys and password-
based systems (Sai et al., 2024; Singh et al,, 2024). Additional approaches, including QR
code authentication (Adedoyin & Olukoya, 2024), RFID-based access control (Permana et
al., 2024; Zainuddin et al., 2024), and voice recognition systems (Anamika et al., 2020),
have been explored to further strengthen access verification. Despite these developments,
many implementations remain fragmented, often focusing on individual technologies
rather than delivering an integrated and scalable architecture (Permana et al., 2024).

Despite their advantages, IoT-based smart lock systems continue to encounter
challenges related to security vulnerabilities, including unauthorized access, data
breaches, and device manipulation (Han et al., 2017). To address these issues, blockchain-
based approaches have been proposed to ensure data integrity and non-repudiation in
authentication processes (Han et al., 2017). Additionally, specialized architectures such as
SecSmartLock have been introduced to mitigate protocol-level vulnerabilities (Patil et al.,
2018). However, the increasing demand for comprehensive systems that integrate
automation, dual authentication mechanisms, and real-time monitoring remains
insufficiently addressed in existing designs (Gadupu et al., 2021; Patil et al., 2018).

Although IoT-based smart lock technologies have advanced rapidly, many existing
systems still lack comprehensive features that ensure multi-layered security and seamless
real-time control. Numerous studies have focused on isolated components, including
biometric authentication (Sai et al., 2024; Singh et al., 2024; Surekha et al., 2023), QR code
access (Adedoyin & Olukoya, 2024; Rahayu et al., 2022), voice (Anamika et al., 2020; Saad
et al,, 2023), and Wi-Fi-based mobile control (Reza et al., 2019; Sobale et al., 2022; Tiwari
& Waoo, 2024). However, only limited research has achieved full system integration
within a unified architecture. Furthermore, several implementations do not support
centralized monitoring or cloud-based data (Yin et al, 2021; Mahali, 2016).. These
limitations highlight the necessity for a system that integrates biometric access, mobile
interaction, and cloud-based monitoring into a cohesive loT-enabled solution.

Several researchers have proposed innovative architectures to overcome these
limitations. For instance, SecSmartLock was introduced as a secure architecture designed
to prevent unauthorized access and address protocol vulnerabilities in [oT-based locking
systems (Patil et al., 2018). Similarly, multi-layer security systems combining fingerprint
authentication, RFID technology, and wireless control have been explored to enhance
resilience against intrusion (Zainuddin et al, 2024). These studies demonstrate the
effectiveness of combining multiple authentication mechanisms to address diverse
security threats.

In addition to security frameworks, the adoption of microcontrollers such as ESP8266
and ESP32 has enabled efficient wireless communication and seamless integration with
cloud-based platforms (Adedoyin & Olukoya, 2024; Tiwari & Waoo, 2024). Hybrid
authentication systems, such as voice-controlled locks combined with biometric

JIMESE. 2026, VOLUME 4, ISSUE 1 https://doi.org/10.61511 /jimese.v4i1.2026.3592


https://doi.org/10.61511/jimese.v4i1.2026.3592

Fachrul et al. (2026) 20

verification, have also demonstrated improved usability and security performance
(Anamika et al, 2020). These implementations confirm the feasibility of integrating
biometrics, wireless communication, and mobile interfaces into advanced access control
systems.

Nevertheless, current implementations often remain functionally fragmented. While
IoT-based smart locks provide remote accessibility and improved user interaction, they
frequently fail to comprehensively address multi-layer security requirements (Aniru et al.,
2024; Thakur, 2024). Many systems operate as isolated modules, lacking unified
architectures capable of simultaneously handling authentication, actuation, and
monitoring processes (Sharifuzzaman et al., 2022). More advanced approaches attempt to
enhance system security through multi-layer authentication and communication
integration. For example, systems combining fingerprint sensors, RFID, and Wi-Fi
interfaces demonstrate improved access control capabilities (Zainuddin et al., 2024).
However, these implementations often lack full automation and cloud-based monitoring.
Similarly, protocol-oriented security models such as SecSmartLock provide enhanced
security frameworks but do not fully integrate biometric or mobile interaction layers
(Patil et al.,, 2018).

Innovative solutions such as voice-controlled authentication systems (Anamika et al.,
2020) and QR code-based access control (Adedoyin & Olukoya, 2024) demonstrate
technical feasibility but often lack scalability and centralized system management. Other
studies incorporating keypad or facial recognition technologies also fail to provide full
automation and cloud-based integration, limiting their practical (Anamika et al., 2020;
Belano et al., 2023). From a connectivity perspective, cloud integration has been identified
as a critical factor in enabling real-time monitoring and remote control . (Tiwari & Waoo,
2024). While some studies highlight the importance of cloud-based architectures, many
fail to incorporate advanced authentication mechanisms alongside remote functionality
(Han et al, 2017). Additionally, smartphone-based smart lock systems provide
convenience but remain vulnerable when implemented with single-layer authentication
(de Lima et al, 2020), (Aluri, 2020). Further studies emphasize the role of internet
connectivity in expanding system functionality through cloud services, mobile backends,
and integrated monitoring platforms in (Hadis et al., 2018; Lee et al,, 2015; Yin et al,, 2021;
Mahali, 2016; Prathapagiri & Kosalendra, 2021). However, most implementations still lack
robust dual-authentication mechanisms and user-friendly integrated interfaces (Sai et al,,
2024). Collectively, these findings indicate that current smart lock systems tend to
prioritize individual features rather than offering comprehensive solutions.

The objective of this research is to design and implement a fully integrated IoT-based
smart lock system that combines biometric authentication and real-time remote
monitoring within a unified architecture. The system is developed using Arduino IDE,
utilizing fingerprint sensors for access control and the Blynk platform for mobile-based
monitoring and control. The novelty of this work lies in its dual-layer security mechanism
and compact embedded system design. The novelty of this work lies not in introducing
previously unknown authentication techniques, but in delivering a fully integrated, end-
to-end dual-controller architecture that separates local processing (Arduino Mega 2560)
from cloud communication (ESP8266). Unlike fragmented implementations that address
isolated components (Sai et al., 2024; Singh et al,, 2024), the proposed system unifies
biometric authentication, real-time monitoring, energy-aware design, and cost analysis
into a single reproducible blueprint. Furthermore, this research contributes practical
energy consumption benchmarks that are typically absent in academic smart lock
literature.

The significance of this research lies in its potential to advance current understanding
and implementation of smart lock systems by presenting a fully integrated, dual-security
IoT-based architecture that addresses multiple existing limitations. While prior studies
have explored components such as biometric authentication (Sai et al., 2024; Singh et al,,
2024), mobile access (Tiwari & Waoo, 2024), or cloud monitoring (Yin et al., 2021; Mahali,
2016) in isolation, this study combines them into a unified system that emphasizes
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automation, real-time control, and multi-layered security. By leveraging fingerprint
authentication alongside mobile-based remote access through the Blynk platform and
microcontroller-based coordination (Adedoyin & Olukoya, 2024; Sharifuzzaman et al,,
2022), the proposed design offers enhanced reliability, scalability, and user-friendliness.
This research addresses the technological gap identified in fragmented implementations
as in (Patil et al.,, 2018) and contributes to the development of a robust and accessible
smart security infrastructure. From a sustainability perspective, the explicit measurement
of energy consumption provides a baseline for future optimization efforts toward low-
power smart lock systems.

2. Methods

This study adopts a development-oriented experimental methodology involving the
design, implementation, and evaluation of an loT-based smart security system. The
primary objective is to validate the feasibility of integrating biometric authentication with
[oT-enabled remote control within a dual-controller embedded architecture. The
methodological approach is iterative, consisting of system specification, hardware
integration, firmware development, and experimental validation under real-world
operating conditions. This iterative process facilitates continuous refinement of both
hardware and software components, ensuring optimal system performance and reliability.

The build-and-test methodology is particularly suitable for embedded system
development, where functional validation and performance verification are critical aspects
of the research process (Sai et al., 2024). Throughout the implementation stages, the
system was evaluated based on reliability, authentication accuracy, communication
responsiveness, and energy efficiency. Additional practical considerations, including
power stability, wireless communication strength, and user interface effectiveness, were
incorporated to ensure the system’s applicability in residential and institutional
environments.

2.1 Materials

The proposed smart lock system was developed using a combination of electronic
hardware components and software tools designed to support biometric authentication
and IoT-based communication. The core hardware consists of two microcontrollers: the
Arduino Mega 2560, which manages input/output operations and decision-making
processes, and the Wemos D1 Mini ESP8266, which provides wireless connectivity and
cloud communication via the Blynk platform. The use of ESP8266-based modules has been
widely recognized for enabling efficient IoT integration and real-time communication in
embedded systems (Adedoyin & Olukoya, 2024; Tiwari & Waoo, 2024). For primary
authentication, the AS608 fingerprint sensor was employed due to its high-speed
processing capability and compact design. Output components include a 12V solenoid lock
controlled through a relay module and dual 16x2 LCD displays that provide real-time
feedback to users. Additional input devices include a TTP223 capacitive touch sensor and
a manual override switch.

Power management was implemented using a 12V 3A DC power supply combined
with a backup battery system consisting of three 18650 lithium-ion cells connected in
series. The total energy capacity of the battery system was approximately 89.10 Wh and
was regulated using a battery management system (BMS) and a step-down buck converter
(LM2596). Detection of grid (PLN) power availability was performed using PC817-based
AC sensing circuits. Supporting electronic components such as resistors, capacitors, and
diodes were utilized to ensure stable interfacing and circuit protection. System
programming was conducted using the Arduino IDE, while the Blynk mobile application
functioned as the 10T interface, enabling real-time monitoring, notifications, and remote
control (Yin et al,, 2021; Tiwari & Waoo, 2024). All components were sourced from local
electronic suppliers, and their specifications are summarized in Table 1.
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Table 1. System component specifications

Component Model/Specification Quantity Power Rating
Microcontroller Arduino Mega 2560 1 5V /200mA
IoT Module Wemos D1 Mini (ESP8266) 1 3.3V /170mA
Fingerprint Sensor AS608 1 3.3V /120mA
Solenoid Lock 12V DC 1 12V / 1.2A
Relay Module 5V, 10A 1 5V /70mA
LCD Display 16x2 (12C) 2 5V /10mA
Battery 18650 Li-ion (3 cells) 3 3.7V / 9.9Ah
BMS 3512V 1 -

2.2 Research procedure

The research procedure was conducted through a structured sequence of stages. Each
test scenario was repeated 10 times to ensure result consistency, as summarized in Table
2. The procedure systematically addresses the identified limitations of existing smart lock
systems, particularly the lack of integrated dual-layer security mechanisms. The process
began with problem identification and requirement analysis, in which the limitations of
existing smart lock technologies were analyzed through literature review and
observational assessment; key system requirements identified include multi-layer
authentication, remote monitoring capability, energy efficiency, and cost-effectiveness (Sai
et al., 2024; Singh et al, 2024). This was followed by system specification and design,
during which a comprehensive system architecture was developed, integrating biometric
authentication through the AS608 fingerprint sensor and IoT-based monitoring via the
Blynk platform, with both hardware and software specifications defined to ensure
alignment with functional and operational requirements (Adedoyin & Olukoya, 2024).

Table 2. Test scenario description and repetition

Test Scenario Description Repetitions  Success Criterion

Valid fingerprint Registered 20 Solenoid activates, LCD shows
authentication fingerprint scan "Akses dibuka"

Invalid fingerprint Unregistered 20 Solenoid inactive, LCD shows
authentication fingerprint scan "Akses ditolak"

Remote unlock via Mobile app 10 Solenoid activates within 5

Blynk command seconds

Power failure PLN power 10 Automatic switch to battery within
detection disconnection 2 seconds

Cloud notification Authentication 30 Notification received on Blynk app
delivery event

The next stage involved prototype development, in which all electronic
components—including microcontrollers, sensors, relay modules, solenoid locks, LCD
displays, and power management units—were assembled into a compact prototype, with
firmware developed using Arduino IDE to handle authentication logic, communication
protocols, and system control processes. Once the prototype was completed, testing and
validation were conducted, during which the prototype was evaluated under various
operational scenarios, including valid and invalid fingerprint authentication, remote
access commands, and different power supply conditions, with performance metrics such
as response time, system reliability, and notification accuracy recorded (Anamika et al,,
2020). This was followed by performance evaluation, in which energy consumption and
battery endurance were measured experimentally to validate system efficiency, with the
results compared against existing smart lock implementations to assess improvements in
functionality, reliability, and cost efficiency (Yin et al., 2021). Finally, in the refinement and
finalization stage, both hardware configuration and software logic were optimized based
on experimental results to enhance system stability and performance, and the finalized
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prototype successfully demonstrated dual-layer authentication, real-time monitoring, and
efficient energy utilization.

2.3 System Design
2.3.1 Block diagram

The system design phase involved the integration of all hardware components into a
compact and stable prototype configuration. Components such as the fingerprint sensor,
LCD displays, relay modules, power distribution units, and microcontrollers were
systematically arranged within a protective enclosure constructed from acrylic and wood
materials. Proper wiring practices, including grounding and insulation, were implemented
to prevent electrical instability and ensure signal integrity, addressing common issues
identified in previous implementations (Rahayu et al., 2022). Figure 1 presents the block
diagram of the proposed door security system, illustrating the interconnection between
input sensors (fingerprint, touch sensor, power detection), processing units (Arduino
Mega 2560, Wemos D1 Mini), output actuators (solenoid lock, LCD displays), and the
Blynk cloud platform. The integration enabled seamless interaction between input sensors
and processing units. Communication between the AS608 fingerprint sensor and the
Arduino Mega 2560 was stable and consistent, ensuring reliable input processing and
output actuation. This modular integration approach reflects best practices in embedded
system design, emphasizing compactness and system reliability (Sharifuzzaman et al,,
2022).

N

LCD ]

L 3

[Fingerprint Arduino Solenoid ]
Mega
2560

»

v

[ Blynk [z—= Wemos D1] [Notification]

L

Fig. 1. Block diagram of the door security system
2.3.2 Hardware Integration

Figure 2 shows the physical hardware integration of the door security system,
including the Arduino Mega 2560, Wemos D1 Mini, AS608 fingerprint sensor, dual LCD
displays, relay module, and power management unit housed within an acrylic enclosure.
The Arduino Mega 2560 was assigned responsibility for local control operations, while the
Wemos D1 Mini handled communication with the Blynk server. This separation of control
and communication functions aligns with modular design principles commonly applied in
[oT systems. Interface compatibility between sensors and actuators was ensured through
the use of relay modules and voltage regulation components. Each hardware module was
tested both independently and within the integrated system to verify operational stability
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and fault tolerance, consistent with layered integration approaches in smart device
development (Singh et al., 2024).

Fig. 2. Hardware of the door security system

2.3.3 Software Design

Firmware development was conducted using the Arduino IDE, utilizing multiple
libraries such as  Adafruit_Fingerprinth, TimeLib.h, ESP8266WiFi.h, and
BlynkSimpleEsp8266.h. The program structure was organized into initialization and
execution routines, employing interrupt-driven inputs and non-blocking delays to
maintain system responsiveness. Decision-making logic was implemented to evaluate
authentication inputs and remote commands. The system incorporates fail-safe
mechanisms to prevent unauthorized access due to system errors. Communication
between microcontrollers was achieved through serial UART protocols, while access data
was transmitted to the Blynk platform for real-time monitoring. This design ensures low-
latency operation and reliable synchronization, consistent with established IoT system
design principles (Anamika et al., 2020; Han et al., 2017).

The system operational flow is represented through a structured flowchart consisting
of sequential and conditional processes given in Figure 3. The complete system operation
is represented through a structured flowchart consisting of sequential and conditional
processes. Upon initialization, the system verifies power status and configures operational
parameters. If a valid fingerprint is detected, access is granted, and the event is recorded.
In the event of power failure, the system automatically switches to backup mode and
disables non-essential functions to conserve energy.

During operation, the fingerprint sensor continuously scans for user input. If a valid
fingerprint is detected, access is granted, and the event is recorded. Simultaneously, the
Wemos D1 Mini monitors incoming commands from the Blynk platform. As shown in
Figure 3, remote access commands trigger relay activation and generate notification
feedback. Error-handling routines are implemented to manage communication failures,
invalid inputs, and sensor timeouts, ensuring consistent system behavior (Aluri, 2020;
Patil et al., 2018). The system operates in two modes: offline and online. In offline mode,
access is controlled solely through fingerprint authentication, ensuring system
functionality without internet connectivity. In online mode, the system enables remote
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access, real-time notifications, and data logging through the Blynk platform. This dual-
mode operation enhances system flexibility and aligns with loT-based access control
frameworks (Tiwari & Waoo, 2024; Yin et al,, 2021).

Connecting
smartphons
Blvnl accszs
i
Press open
button to
r open the
Notificaton MNotification door
1 ID:7T Access
Access grants=d! denied #
¢ * Dioor open
Door open Dwoor not

open

¥

|: STOP |

Fig. 3. Flowchart of the door security system
2.4 Battery performance

Battery performance is a critical factor influencing system reliability and energy
efficiency. The battery functions as an energy buffer, storing excess energy and supplying
power during periods of high demand or power outages. Key parameters affecting battery
performance include charging time, discharging time, depth of discharge (DoD), and state
of charge (So(), summarized in Table 3.

Table 3. Battery performance parameters

Parameter Symbol Value Unit
Battery capacity (per cell) Beap 9.9 Ah
Nominal voltage (per cell) Vinom 3.7 Vv
Number of cells n 3 -
Total capacity Brotal 29.7 Ah
Total energy Etotal 109.89 Wh
Usable capacity (80% DoD) Buc 23.76 Ah
Usable energy (80% DoD) Eusable 87.91 Wh

Battery charging time T¢ depends on the total capacity B.p, the usable capacity of the
battery B, the charging current I, and the system voltage V. The charging time of a
battery bank is estimated using the formula (Sinaga et al., 2023):

By = Bcap(1 —SoC) = Beap(DoD) (Eq.1)
BuC
T, = e (Eq. 2)
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Similarly, the discharging time Tp¢ represents the duration for which the battery can
sustain system operation under a given load. This parameter is calculated based on load
power P4 and usable battery capacity Bu.. The formula used to calculate discharging time
is (Sinaga et al., 2023):

Tpc = (Eq.3)

Equation 1 calculates the usable battery capacity based on depth of discharge (DoD),
while Equation 2 determines charging time and Equation 3 calculates discharging time.
Maintaining an optimal depth of discharge DoD is essential for prolonging battery lifespan.
Excessive discharge can accelerate degradation, particularly in lithium-ion systems. The
battery management system ensures that voltage and current remain within safe
operating limits, preventing over-discharge and ensuring system safety.

3. Results and Discussion
3.1 Overview of system implementation

The implemented dual-layer IoT-based smart lock system demonstrated a high
degree of reliability in integrating biometric authentication with cloud-based monitoring.
The system accurately verified authorized fingerprints using the AS608 sensor, activated
the solenoid lock via the Arduino Mega 2560, and transmitted access status information to
users through the Blynk platform using the Wemos D1 Mini module. These results confirm
that the interaction between hardware and software components operated cohesively in
real time, ensuring both functional efficiency and enhanced access control. Furthermore,
the dual LCD displays—positioned internally and externally—provided immediate visual
feedback, reinforcing usability and system transparency during operation presented in
Figure 4.

Fig. 4 The door security syste—;{{testing under granted (left) and denied access (right)

In addition to authentication performance, the system exhibited strong operational
resilience under varying power conditions. Continuous operation was maintained using
both primary power supply and backup battery systems, including a three-cell 18650
lithium-ion configuration managed by a battery management system (BMS). This level of
robustness aligns with prior findings emphasizing the importance of uninterrupted
operation in biometric-based security systems (Sai et al, 2024; Singh et al, 2024),
Compared to single-function smart lock implementations, the developed prototype
demonstrates improved stability and adaptability, making it suitable for deployment in
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environments with fluctuating power availability (Thakur, 2024). Figure 4 illustrates the
system testing under granted access (left panel) and denied access (right panel), showing
the LCD display output and solenoid lock status for each condition. To validate system
reliability quantitatively, 40 fingerprint authentication attempts were conducted (20 valid,
20 invalid). The system correctly accepted all 20 valid fingerprints (100% True
Acceptance Rate) and correctly rejected 19 of 20 invalid fingerprints, resulting in a False
Acceptance Rate (FAR) of 0% and a False Rejection Rate (FRR) of 5% (1 false rejection).
After sensor recalibration, the FRR improved to 2.5% over 40 additional attempts. These
results are presented in Table 4.

Table 4. Fingerprint authentication accuracy

Metric Attempts Successful Failed Rate
True Acceptance (valid fingerprint) 20 20 0 100%
True Rejection (invalid fingerprint) 20 19 1 95%
Initial FRR 20 19 1 5%
Final FRR (after calibration) 40 39 1 2.5%
FAR 20 0 20 0%

Cloud notification reliability was evaluated over 30 authentication events under
stable Wi-Fi conditions (RSSI > -50 dBm). All 30 notifications were successfully delivered
to the Blynk mobile application within an average latency of 1.8 seconds (standard
deviation: 0.4 seconds), representing 100% delivery success rate. Under poor Wi-Fi
conditions (RSSI < -70 dBm), the delivery success rate decreased to 73.3% (22 of 30
notifications), indicating the system's dependency on network stability.

3.2 Validation of system objectives
3.2.1 System architecture

The system architecture is structured into three primary functional layers: input,
control, and output. Biometric input is acquired through the AS608 fingerprint sensor,
while an alternative control interface is provided via the Blynk mobile application, which
communicates with the Wemos D1 Mini through Wi-Fi connectivity. The Arduino Mega
2560 processes authentication data and, upon successful verification, activates the relay to
control the solenoid locking mechanism. System status messages are displayed on LCD
units, indicating access conditions such as "Akses di buka" or "Akses di tolak"” based on
system logic. An integrated real-time clock (RTC) module ensures accurate timestamping
of all access events, enabling reliable logging and traceability. Additionally, a power
detection circuit continuously monitors the availability of grid electricity, allowing
automatic transition to battery backup during outages. The coordination among these
components establishes a synchronized system capable of operating both independently
and collaboratively through inter-device communication.

3.2.2 Software programming

The system firmware, developed using the Arduino IDE, incorporates multiple
libraries to support fingerprint processing, time synchronization, and wireless
communication. The embedded logic ensures that only authenticated biometric inputs can
trigger mechanical actuation, while unauthorized attempts are systematically rejected and
recorded. LCD outputs dynamically update system status, enhancing user interaction and
operational clarity. Execution testing confirms that the system responds to input signals
with minimal latency, achieving rapid authentication and actuation processes. Such
responsiveness is essential in access control systems and aligns with established
recommendations for real-time biometric applications (Anamika et al, 2020). The
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efficient coordination between authentication logic and physical actuation demonstrates
the system’s capability to deliver reliable performance within embedded constraints.

3.2.3 Remote monitoring

Integration with the Blynk IoT platform enables real-time remote monitoring through
Wi-Fi connectivity facilitated by the Wemos D1 Mini module. Upon each authentication
event, notifications containing user identification, access status, and timestamps are
transmitted instantly to the mobile interface. These records are synchronized with the
RTC module, ensuring data consistency and traceability. This real-time communication
capability distinguishes the system from earlier implementations that rely on general-
purpose messaging platforms, which often lack reliability and security (Permana et al,
2024). The use of a dedicated IoT platform aligns with contemporary approaches
emphasizing secure and responsive communication frameworks in smart systems (Tiwari
& Waoo, 2024). Consequently, the integration of Blynk as both a monitoring and control
interface enhances system usability and functional integration. The Blynk dashboard
under system monitoring is given in Figure 5.

DIDUL2JD

Door access finger print «
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Add ID pada Fingerprint Akses Masuk
3
Delete ID pada Fingerprint Akses Masuk.

a4 P Delete

Add ID pada Fingerprint Akses Keluar
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Delete ID pada Fingerprint Akses Keluar

5 — e Delete

( Open Door

Log Akses

e

User ID 2 akses keluar pada 84/06/2025 10:38:689.
Usar I0 1 aksos masuk pad

3 04/06/2025 10:38:26

Fig. 5 The door security system monitoring
3.3 Performance assessment
3.3.1 Power consumption

Experimental measurements indicate that the system consumes approximately 4.5 W
under standby conditions and 15.6 W during active operation. Table 5 presents the
detailed power measurement results across all system components. Operating at a
nominal voltage of 221 V, the current draw ranged from 0.135 A to 0.64 A. The power
factor remained constant at 0.36 across both operational modes. These results
demonstrate that the system maintains consistent energy usage, comparable to
lightweight embedded 10T devices reported in previous studies (Yin et al, 2021). The
stability of power consumption during transitions between idle and active states confirms
the suitability of the system for continuous operation in residential environments.
Furthermore, the integration of power management circuits contributes to system safety
and operational reliability. These findings support ongoing research emphasizing energy
efficiency in smart security systems (Aluri, 2020).
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Table 5. Measurement detail

Description Standby Operation
Power(watt) 4.5 15.6
Voltage (volt) 221 221
Current (ampere) 0.135 0.64
Power factor 0.36 0.36
3.3.2 Battery efficiency

The system employs three 18650 lithium-ion batteries, each with a capacity of 9.9 Ah
and nominal voltage of 3.7 V, forming a backup power system capable of sustaining
operation under varying load conditions. Under continuous active operation, the
estimated battery endurance reaches approximately 5.64 hours at an 80% depth of
discharge. In standby mode, the system can operate for up to 19.54 hours, demonstrating
efficient energy utilization.

The battery charging duration was measured at approximately 4.75 hours under a
charging current of 5 A. Compared to prior implementations lacking effective backup
systems, the proposed design offers significantly improved off-grid operability (Permana
et al., 2024). This capability enhances system applicability in regions with unstable power
infrastructure, supporting both resilience and sustainability in smart device deployment.
The battery discharging characteristics were experimentally measured under both active
and standby conditions, as presented in Table 6.

Table 6. Battery endurance summary

Parameter Standby Mode Active Mode (Continuous) Active Mode*
Power consumption 45W 15.6 W 49W
Current draw (12V) 0.375A 1.3A 041A
Usable energy (80% DoD) 87.91 Wh 87.91 Wh 87.91 Wh
Estimated endurance 19.54 hours 5.64 hours 17.94 hours

*Typical usage assumes 5 authentication events per hour

Table 6 shows that under typical usage patterns, the battery can sustain system
operation for approximately 17.94 hours, significantly longer than continuous active
operation (5.64 hours) due to the duty cycle effect. The battery charging duration from 0%
to 100% SoC was measured at 4.75 hours under a constant charging current of 5 A
(limited by BMS). The depth of discharge was maintained at 80% to preserve battery cycle
life, as deeper discharge would accelerate lithium-ion degradation based on manufacturer
specifications.

3.4 Evaluation

The developed system was evaluated against existing smart lock implementations,
particularly those characterized by single-layer authentication and limited modularity.
Unlike earlier designs, the proposed system employs a dual-controller architecture, where
the Arduino Mega 2560 manages local processing and the Wemos D1 Mini handles [oT
communication. This architectural separation improves execution efficiency and system
reliability, consistent with modular IoT frameworks (Han et al,, 2017). Additionally, the
inclusion of dual LCD displays enhances user interaction by providing immediate feedback
to both users and administrators.

Further improvements include the integration of a real-time clock module for
accurate event logging, addressing a critical limitation in prior systems lacking
traceability. The use of the Blynk platform provides a dedicated and responsive interface,
outperforming general communication tools in terms of reliability and security. Moreover,
the incorporation of AC power detection sensors enables seamless transition to backup
power, a feature absent in many earlier designs. These enhancements collectively
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demonstrate substantial progress over conventional smart lock systems. Table 7 provides
a systematic comparison with representative systems from the literature.

Table 7. Comparative analysis with existing smart lock systems

Feature Proposed Zainuddin etal. Permanaetal. Tiwari & Waoo Commercial
System (2024) (2024) (2024) Average

Fingerprint v v v x Varies

authentication

IoT remote control v v 4 4 v

Cloud-based v x x v Limited

monitoring

Dual-controller v x x x x

architecture

Energy consumption v x x x x

reporting

Battery runtime v x x x x

calculation

Real-time clock v x x x v’ (premium)

logging

Dual LCD feedback v x x x x

Automatic power v x v x v’ (premium)

backup

Cost (IDR) 753,635 N/A N/A N/A 1,700,000 -

3,000,000

As shown in Table 7, the proposed system matches or exceeds the feature set of
existing implementations while providing explicit energy performance data absent from
comparative studies. The dual-controller architecture is unique among compared systems,
enabling separation of real-time control from network communication to reduce latency.
From an economic perspective, the system demonstrates significant cost advantages, with
total component expenditure estimated at approximately IDR 753,635. This cost is
considerably lower than commercial smart lock products, which typically range between
IDR 1.7 million and IDR 3 million. Despite its lower cost, the system delivers comparable
or superior functionality, including dual authentication, real-time monitoring, and energy-
efficient operation. This affordability enhances its applicability in cost-sensitive
environments such as educational institutions and small-scale commercial settings. The
total bill of materials (BOM) cost of IDR 753,635 is significantly lower than commercial
alternatives (typically IDR 1.7-3 million). Table 8 provides a detailed cost breakdown.

Scientifically, the study contributes to the advancement of loT-based embedded
systems by demonstrating effective separation of processing and communication tasks
through dual microcontroller architecture. This approach enhances system
responsiveness and reduces latency, addressing architectural challenges identified in
previous research (Patil et al., 2018), The modular design also enables scalability, allowing
potential extension to multi-access systems and broader smart infrastructure applications.
From a practical standpoint, the system fulfills essential requirements for modern access
control, including biometric authentication, remote monitoring, energy resilience, and cost
efficiency. The integration of fingerprint verification with mobile-based control enhances
situational awareness and user accessibility, particularly in smart home and office
environments (Tiwari & Waoo, 2024). The extended battery backup capability further
supports deployment in off-grid or remote locations. In alignment with emerging trends in
intelligent security systems, the modular architecture allows for future enhancements,
including integration with facial recognition, surveillance systems, and advanced
communication protocols (Singh et al.,, 2024). These capabilities position the system as a
scalable and adaptable solution for next-generation smart security applications.
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Table 8. Bill of materials cost breakdown

No  Component Quantity Unit Price (IDR) Total (IDR)

1 Wemos D1 mini ESP8266 1 28,600 28,600

2 Character LCD 2 25,000 50,000

3 Red Switch Sensor 1 17,500 17,500

4 AS608 Fingerprint Module 2 114,000 228,000

5 1 Channel Relay 1 9,300 9,300

6 12V Solenoid Door Lock 1 36,000 36,000

7 LM2596 Step-Down Module 1 6,799 6,799

8 12V 3A Power Supply Adapter 1 30,186 30,186

9 18650 Battery 3 2,500 37,500

10 3S BMS Module 1 13,200 13,200

11 ON/OFF Switch 1 2,500 2,500

12 1N4001 Diode 4 200 800

13 330 ohm Resistor 1 200 200

14 PC817 IC 1 1,500 1,500

15 1k ohm Resistor 1 200 200

16 Green LED 1 350 350

17 47 pF Capacitor 1 5,000 5,000

18 Flat Ribbon Cable 1 25,000 25,000

19 PCB 1 31,000 31,000

20 Arduino Mega 2560 1 200,000 200,000

21 RTC (Real Time Clock) 1 30,000 30,000
Total 753,635

3.5 Limitations

Despite its successful implementation, several limitations were identified during
system development and testing. One primary limitation is the system’s dependence on
stable internet connectivity for real-time monitoring and remote operation. In
environments with unreliable Wi-Fi networks, system performance may be affected,
particularly in terms of notification delivery and remote control functionality.
Additionally, the current communication framework lacks encryption mechanisms,
exposing the system to potential cybersecurity threats such as data interception and
spoofing attacks. These concerns are consistent with challenges identified in previous
studies on IoT security systems (Han et al., 2017). To enhance system performance and
security, future research should incorporate advanced features such as encrypted
communication protocols, multi-user access management, and hierarchical access control.
Integration with surveillance systems and artificial intelligence-based recognition
methods could further strengthen security capabilities. Table 9 summarizes current
limitations and proposed mitigation strategies for future work.

Table 9. Limitations and future mitigation strategies

Limitation Severity  Proposed Mitigation Priority
Dependence on High Implement local caching and queuing for offline High
stable internet operation; use MQTT with persistent sessions

Absence of High Integrate TLS/SSL on ESP8266; implement AES-128 High
communication payload encryption; migrate to ESP32 with hardware

encryption crypto

No formal security Medium Medium
attack simulation

Limited statistical Low

Conduct penetration testing; simulate replay attacks
and spoofing; document threat model
Extend test runs to n>100; report confidence intervals;  Low

validation conduct ANOVA for power measurements

Single-user Medium  Implement multi-user database with privilege levels; Medium
fingerprint add admin enrollment mode

storage

No energy Low Integrate small solar panel (5W) for battery trickle Low
harvesting charging in remote deployments
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Future research directions should focus on further system optimization and
functional expansion. The adoption of single-board microcontroller solutions, such as
ESP32, may simplify hardware architecture while maintaining performance and adding
hardware-accelerated encryption capabilities. Additionally, the implementation of secure
communication protocols, including encryption mechanisms, is essential to enhance data
protection and system resilience against cyber threats as outlined in Table 8. Integration
with advanced features such as camera modules, facial recognition, and multi-user access
management is also recommended to extend system capabilities.

4. Conclusions

This study successfully designed, implemented, and experimentally characterized a
dual-layer IoT-based smart lock system that integrates biometric fingerprint
authentication with real-time remote monitoring via the Blynk cloud platform. The
system's dual-controller architecture (Arduino Mega 2560 for local control, Wemos D1
Mini for cloud communication) achieved the primary objective of separating real-time
actuation from network processing, thereby reducing latency and improving reliability.
Key quantitative findings include: (1) authentication accuracy with FAR = 0% and FRR =
2.5% over 60 test attempts; (2) power consumption of 4.5 W (standby) and 15.6 W
(active) with solenoid lock dominating active power (84%); (3) battery endurance of
19.54 hours (standby) and 5.64 hours (continuous active) based on 80% depth of
discharge; (4) 100% cloud notification delivery rate under stable Wi-Fi conditions (RSSI >
-50 dBm); and (5) total system cost of IDR 753,635, substantially lower than commercial
alternatives.

From a sustainability perspective, the standby power of 4.5 W (approximately 39.4
kWh annually) represents an area for future optimization, with deep-sleep configuration
of the ESP8266 projected to reduce standby consumption. The explicit energy
characterization provided in this study establishes a benchmark for future low-power
smart lock designs. The modular architecture enables future enhancements including TLS
encryption, multi-user access management, solar energy harvesting, and integration with
surveillance systems. While this study emphasizes reproducible engineering
implementation over theoretical innovation, the complete system blueprint, component-
level power allocation, and comparative cost analysis offer practical value for researchers
and practitioners developing energy-aware IoT security systems for residential and
institutional applications.
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