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ABSTRACT

Background: This study addresses the urgent need for a robust legal and technical framework to support the
acceleration of Micro, Small, and Medium Enterprises (MSMEs) through syirkah-based Securities Crowdfunding
(SCF) in Indonesia. The modern economy's increasing reliance on information technology has created a new
landscape for financial services, but this digitalization also introduces significant cyber risks that threaten the
integrity and security of both investors and MSMEs. This study analyzed common cyber threats such as phishing,
ransomware, and social engineering to identify key vulnerabilities within the SCF ecosystem. Methods: This
article employs a comprehensive literature review to analyze the theoretical components of legal readiness and
cybersecurity mitigation. The research procedure involved a systematic evaluation of various legal documents,
academic literature, and official reports from government and cybersecurity agencies. Findings: The findings
indicate that while Indonesia has established a foundational legal umbrella for Sharia SCF, the current regulatory
framework remains general and normative, lacking detailed provisions on crucial technical aspects like dispute
resolution mechanisms and optimal investor protection. Furthermore, cyber threats pose a significant risk, as
evidenced by a substantial number of cyber traffic anomalies in Indonesia's cyberspace. These threats are not
merely technical but also ethical, directly conflicting with the Islamic principles of amanah (trust) and justice.
Conclusion: This study concludes that a significant gap exists between the general legal framework and the
detailed technical requirements needed to ensure security and trust in the digital era. Novelty/Originality of
this article: The novelty of this research lies in its integrated approach, which combines an analysis of the legal
and regulatory gaps with a comprehensive review of cybercrime threats, and frames both issues within the
ethical principles of Islamic law. It also highlights the lack of research on cyber threats targeting the Linux
operating system, particularly within the Indonesian fintech sector.

KEYWORDS: cybercrime mitigation; regulatory readiness; syirkah-based securities
crowdfunding.

1. Introduction

Micro, Small, and Medium Enterprises (MSMEs) play a strategic role in the Indonesian
national economy, particularly in creating jobs and improving public welfare. According to
data from the Indonesian Chamber of Commerce and Industry/Kamar Dagang dan Industri
Indonesia (Kadin), MSMEs have experienced significant fluctuations over the past five years.
In 2020, the number of MSMEs was recorded at approximately 64 million. In 2021, the
number of MSMEs increased again to around 65.46 million, but decreased in 2022 to 65
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million. The number of MSMEs continued to increase and stabilized in 2023-2025, reaching
around 66 million units.

It is important to note that MSMEs are not simply economic actors but the backbone of
the national economy. According to a report from the Directorate General of Treasury,
Ministry of Finance of the Republic of Indonesia, in 2024, MSMEs contributed 61.07% to
Gross Domestic Product (GDP), or IDR 8,573.89 trillion (Hapsari et al, 2024). This
contribution demonstrates that MSMEs play a significant role not only quantitatively but
also qualitatively for the national economy. Furthermore, MSMEs employ approximately
117 million workers, or 97% of the total workforce. This confirms that MSMEs are a crucial
sector in absorbing labor, thereby reducing unemployment (Chairani et al., 2025). MSMEs
are also a highly effective instrument for attracting investment, accumulating up to 60.4%
of total national investment in the same year (Azzahra et al., 2024). According to a report
from the Coordinating Ministry for Economic Affairs of the Republic of Indonesia, by 2025,
MSMESs will contribute 15.7% to Indonesian exports. This will help Indonesia achieve its
export growth target of approximately 9% over the next five years. This sector has been
proven to contribute significantly to reducing unemployment, increasing GDP, and helping
achieve export targets.

The development of MSMEs still faces a major obstacle: limited access to financing.
MSMESs certainly require adequate financing sources for the sustainability of their
businesses. Financing is challenging for MSMEs because many lack access to banking
services (Billah, 2021). Furthermore, traditional loans require complex administrative
procedures and collateral, which can be prohibitive for MSMEs. This contrasts with larger
companies, which can choose to conduct an Initial Public Offering (IPO) through the
Indonesia Stock Exchange (IDX) or obtain financing from banks (Hasan & Sinuraya, 2024).
To address these challenges, funding innovations through financial technology (fintech),
particularly Securities Crowdfunding (SCF), have emerged as a potential solution
(Rahmawati et al., 2024). In Indonesia, the SCF sector has shown rapid growth. According
to the Association of Major Crowdfunding Services/Asosiasi Layanan Urun Dana Indonesia
(Aludi), by June 2025, funds raised from SCF had reached IDR 1.7 trillion, with the number
of investors continuing to grow, supported by Financial Services Authority/Otoritas Jasa
Keuangan (O]K) regulations governing mechanisms and legal protection, as stipulated in
OJK Regulation Number 57/POJK.04/2020 concerning Securities Offerings Through
Information Technology-Based Crowdfunding Services (Waluyo et al., 2022).

In the context of Islamic economics, Securities Crowdfunding, based on syirkah (a
business partnership) that implements Sharia-compliant contracts such as musyarakah
(business partnership), mudharabah (profit sharing), and murabahah (buying and selling
with a profit margin), provides a financing alternative that adheres to halal principles, free
from elements of usury (riba), gharar (uncertainty), and maysir (gambling) (Haedar et al,,
2025). Securities Crowdfunding offers innovation in finance and technology that facilitates
transactions and investments based on Sharia-compliant values. Although this system is a
new breakthrough, it is experiencing rapid development (Nafiah & Faih, 2019). However,
research on MSMEs' preferences for financing through the Islamic Securities Crowdfunding
(I-SCF) model remains limited. Indonesia already has regulations regarding Islamic fintech,
although they do not cover all types of Islamic fintech and are still evolving. One of the
regulations related to I-SCF that the Financial Services Authority/Otoritas Jasa Keuangan
(OJK) has prepared is Regulation 16/P0OJK.01/2021 concerning Amendments to Financial
Services Authority Regulation No. 57/POJK.04/2020 concerning Securities Offerings
Through Information Technology-Based Crowdfunding Services (POJK Securities
Crowdfunding, hereinafter referred to as POJK No. 16/POJK.04/2021), which provides a
legal basis for crowdfunding services, including those based on Islamic principles (Hidayah
& Prakoso, 2023). However, improvements are still needed to accommodate the various
contracts and specific needs of Islamic MSMEs.

On the other hand, the digitalization of funding poses security risks, particularly the
threat of cybercrime, which can undermine trust and the stability of the Islamic financial
system (Afifah et al., 2025). Crimes such as data theft, fraud, and even terrorism financing
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using digital technology are becoming increasingly prevalent amidst massive digitalization.
These risks create opportunities for interested parties to commit cybercrime online.
Furthermore, the anonymous nature of the internet makes fraud highly likely. Fraud can
occur within the platform's internal processes, be perpetrated by users, or even through
collusion between internal parties and external actors. Fintech platform users need
continuous education to raise awareness and prevent the risk of cybercrime. The risk of
cyberattacks also requires serious attention from syirkah-based SCF providers, who
provide multiple layers of security. Therefore, cybercrime mitigation is urgent to ensure
customer data protection and system integrity are maintained in accordance with the
principles of justice, welfare, and transparency in the Islamic economy. Cyberattacks have
serious consequences because they can instantly halt platform operations and even destroy
the information system applications used. These information system applications are the
backbone of the platform's overall operations and therefore require adequate security
investment (Bahtiar et al., 2021). Regulatory readiness also requires evaluation to integrate
Sharia principles with digital risk governance and consumer protection.

Based on this description, further in-depth research is needed on "Regulatory
Readiness and Cybercrime Mitigation in Syirkah-Based Securities Crowdfunding to
Accelerate MSMEs." This research aims to discuss the MSME sector, which offers various
benefits to advance the Indonesian economy, such as absorbing labor, increasing
investment, and supporting export targets. However, MSMEs still face challenges in
financing, leading to the emergence of financing solutions through the development of
fintech through Securities Crowdfunding (SCF). Syirkah-based Securities Crowdfunding
(SCF) is currently gaining popularity and can be a financing solution for MSMEs because it
is providing a financing alternative that adheres to halal principles, free from riba, gharar,
and maysir. However, it is undeniable that digital financial technology will give rise to new
challenges, namely cybercrime and user data security. Therefore, regulatory preparedness
is needed to protect user data and mitigate cybercrime. Based on the issues outlined, several
research questions emerge: how is Indonesia's regulatory readiness to support MSME
acceleration through syirkah-based Securities Crowdfunding and how to mitigate
cybercrime in Indonesia by optimizing the security and trustworthiness of Securities
Crowdfunding to accelerate MSME growth.

The primary objective of this study is to provide solutions to the problems arising from
cybercrime in this new financing model, in order to accelerate MSME growth safely, reliably,
and in accordance with the Sharia values embraced by Indonesian society. This research is
also expected to provide evaluation material and recommendations for strengthening
regulations and mitigation practices for Sharia-compliant fintech in the future.

2. Methods

2.1 Study design

In this section, this study explain the approach used to conduct a Systematic Literature
Review (SLR). The SLR process focuses on two main topics, namely regulatory readiness
and cybercrime mitigation in the context of syirkah-based securities crowdfunding (SCF).
The questions to be answered in the framework of the Systematic Literature Review are as
follows (1) RQ1: Regulatory readiness in Indonesia to support the acceleration of MSMEs
through syirkah-based Securities Crowdfunding?, (2) RQ2: How can cybercrime be
mitigated in FinTech to optimize the security and trustworthiness of Securities
Crowdfunding?. The process of searching for relevant articles was carried out by
determining the desired article search database for this SLR process. The specified
databases will be used to collect the data and articles needed to review these two topics in
depth. Database for searching data and related articles can be seen in Table 1.
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Table 1. Database repositories

Source URL

Science Direct https://www.sciencedirect.com/
Emerlad Insight https://www.emerald.com/
Springer https://link.springer.com/
Google Scholar Google Scholar

Database Peraturan JDIH BPK https://peraturan.bpk.go.id/

The search for relevant articles and data is conducted by using specific keywords. The
chosen keywords will revolve around "Sharia Securities Crowdfunding," "Cybercrime in
FinTech," "Cyber Regulations,” "Cybersecurity in FinTech,"” “Cybersecurity Awareness
Training,” "cyber risk mitigation," and "Sharia Securities Crowdfunding Regulations in
Indonesia." To maintain the relevance and quality of the selected papers, the following
additional inclusion criteria were applied, (1) Papers published within the last ten years
that remain relevant to the topic; (2) Keywords aligned with those used in search strategy,
ensuring a strong correlation with research objectives; (3) Papers that explicitly discuss
cybercrime in fintech and its mitigation strategies; (4) Papers that are accessible either
through open access or via institutional subscriptions. This study based on academic
experience and an in-depth literature analysis. To provide a visual overview of the most
frequently discussed topics, a word cloud visualization presents the most common
keywords and titles from search results (See Fig. 1).
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Fig.1. Word cloud generated from the most common keywords and titles
3. Results and Discussion

3.1 Regulatory readiness in Indonesia to support the acceleration of MSMESs through syirkah-
based securities crowdfunding

Regulatory readiness in Indonesia to support the acceleration of MSMEs through
syirkah-based securities crowdfunding still faces various legal challenges. Currently, a
number of regulations do govern the principles of syirkah, although they generally still focus
on traditional business practices, which do not fully accommodate modern and digital-
based investment schemes. However, there are several regulations governing business
activities based on syirkah contracts that can be used as a reference, including (Rosidah et
al.,, 2025).
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Compilation of Sharia Economic Law/Kompilasi Hukum Ekonomi Syariah (KHES), also
regulates the general provisions of syirkah contracts, which are regulated in Chapter IV
Articles 134-186. This is also confirmed in Supreme Court Regulation No. 2 of 2008
(Nuralim & Jawab, 2023). However, the provisions in the KHES mostly regulate
conventional syirkah practices. Meanwhile, modern forms of business such as syirkah
musahamah (partnership through shares) and the use of financial technology such as
crowdfunding, which are more commonly used by large national and international
companies, are not explained in detail. Furthermore, it does not include provisions on
business cooperation that utilizes technological developments. Furthermore, the dispute
resolution mechanism in KHES is often considered ineffective because the process takes
place in religious courts, which tend to be lengthy and quite complex.

Law No. 21 of 2008 on Islamic Banking does not specifically discuss digital syirkah
contracts (Harrieti & Suwandono, 2024). However, Article 1 paragraph 25 explains that
financing includes the provision of funds or bills that are in principle in line with nisbah
transactions such as mudharabah and musharakah. This provides a strong legal basis for
the existence of musharakah financing as one of the main products of Islamic banking.
However, although this Law mentions rules related to syirkah, it still does not regulate in
detail the mechanism for using syirkah contracts. This condition creates legal uncertainty
in the practice of syirkah contracts in Islamic banking. In addition, this Law does not yet
provide a specific supervisory mechanism that comprehensively regulates syirkah
activities. This is crucial, because the cooperation system between parties is vulnerable to
the risk of fund misuse and dishonesty by partners. Similar to the Compilation of Islamic
Economic Law, this Law has not yet accommodated regulations governing the use of digital
technology innovations in the practice of syirkah contracts in Islamic banking. This legal
vacuum has caused concerns about potential digital risks that may arise due to the lack of a
legal umbrella.

In a fatwa issued by the National Sharia Council/Dewan Syariah Nasional (DSN), which
serves as a legal guideline for business activities that use a partnership (shirkah) system.
These include Fatwa No. 08/DSN-MUI/IV/2000 on Musharakah Financing, Fatwa No.
55/DSN-MUI/V/2007 on Sharia Current Account Financing, and Fatwa No. 73/DSN-
MUI/X1/2008 on Musharakah Mutanaqisah. Although these fatwas provide a legal basis,
they still have limitations similar to other legal regulations, namely that they do not contain
clauses that specifically regulate the mechanism for resolving disputes if problems arise in
the practice of shirkah. This has resulted in a lack of clear guidance for judges in resolving
disputes that arise. In addition, there is also a relevant fatwa as a legal basis for digital
business-based musharakah activities, particularly in crowdfunding instruments, namely
DSN-MUI Fatwa No. 140/DSN-MUI/VIII/2021 concerning the Offering of Sharia Securities
through Information Technology-Based Crowdfunding Services Based on Sharia Principles
(Islamic Securities Crowdfunding), which in its implementation must not conflict with
sharia principles, namely riba, gharor, maysir, tadlis, dharar, zhulm, and maksiat. It also
details the provisions of the sharia securities trading mechanism (Kurnia et al., 2024).
However, this fatwa is still general and normative in nature, and therefore does not discuss
in detail practical aspects such as financial reporting mechanisms, profit distribution, and
other technical aspects. These limitations pose challenges in optimally meeting investor
protection needs, especially in the context of the ever-evolving digital business.

In order to regulate musharakah businesses in Islamic banking, the O]JK has published a
Musharakah Financing Product guideline book. The book discusses the sharia principles
underlying musharakah financing, as well as explaining the relevant schemes, illustrations,
and bookkeeping records. However, the guidelines still have several shortcomings,
particularly in terms of the regulation of fair distribution of profits and losses, as well as the
mechanism for resolving conflicts between partners, which has not been explained in detail.
This condition indicates the need for updates so that syirkah business activities can run
fairly and provide maximum benefits for all parties. In addition, in the course of digital
business-based partnerships that use crowdfunding instruments, there are a number of
relevant provisions in POJK, namely POJK No. 37/POJK.04/2018, and POJK No.
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16/P0OJK.04/2021. However, these regulations do not yet comprehensively regulate
screening standards through financial ratios, which are an important aspect of protecting
the rights of sharia investors, while also maintaining the sustainability of the sharia
economic cycle. In POJK No. 57/POJK.04/2020, it is mandatory to have adequate
competence in reviewing Micro, Small, and Medium Enterprises (MSMEs) that are
prospective issuers of securities. This assessment process is carried out by upholding the
principle of prudence, covering several important points, namely (Kurnia et al., 2024); (a)
Conducting a comprehensive evaluation of prospective MSME issuers before granting
approval to issue sharia shares and/or sukuk through a digital platform managed by a
Sharia SCF organizer, (b) Providing assistance to SME issuers in preparing prospectuses
that comply with minimum regulatory standards while reflecting the actual business
conditions of the SMEs, (c) Conducting ongoing supervision of SME issuers, particularly in
terms of submitting periodic reports and managing the distribution of dividends or returns
to investors.

To date, financial ratio screening standards in Indonesia are regulated in POJK No. 35 of
2017 concerning Criteria and Issuance of Sharia Securities Lists. However, according to Law
No. 8 of 1995 concerning Capital Markets, the offering of securities through crowdfunding
services is not included in the definition of securities offerings in the law, so legally these
activities are not subject to the standards regulated in POJK No. 35 of 2017 (Ulum et al,,
2025).

Bank Indonesia Regulation No. 7/46/PBI/2005 regulates agreements on the collection
and distribution of funds for banks that conduct business activities based on sharia
principles. This regulation contains provisions that explain the mechanisms of sharia-
compliant business practices, including the principle of musharakah. However, as with
other regulations, this regulation does not specifically regulate the mechanisms for
resolving conflicts or disputes that may arise. The regulation only mentions that dispute
resolution can be carried out through deliberation, other alternatives, or through the
National Arbitration Board. The absence of provisions that specifically regulate this matter
has the potential to cause uncertainty and new conflicts in decision-making by partners and
third parties involved (Rosidah et al., 2025). However, this regulation is no longer valid.

Bank Indonesia explicitly facilitates the development of a technology-based inclusive
financial ecosystem, including sharia services for MSMEs, through various policies and
regulations. One of these is Bank Indonesia Regulation No. 19/12 /PBI/2017 concerning the
Implementation of Financial Technology, which regulates registration requirements and
prudential principles for fintech operators. Bank Indonesia also encourages sharia
innovation that uses sharia principles such as musyarakah and mudharabah for MSME
financing, complemented by the application of technologies such as artificial intelligence
and blockchain to improve efficiency and transparency.

Thus, Indonesia's regulatory readiness to support the acceleration of MSMEs through
syirkah-based Securities Crowdfunding (SCF) shows progress with the existence of a legal
umbrella that begins to accommodate sharia principles. However, existing regulations are
still general and normative in nature, and do not yet regulate technical aspects in detail,
such as dispute resolution mechanisms, profit distribution supervision, or optimal investor
protection in the context of a rapidly growing digital business.

The Financial Services Authority through POJK No. 57/POJK.04/2020 regulates
information technology-based crowdfunding services involving issuers of sharia securities
such as stocks and sukuk. This regulation emphasizes the importance of the principles of
prudence, transparency, and accountability in order to protect investor rights and maintain
market integrity (Pribadi et al., 2020). In addition, the National Sharia Council-Indonesian
Ulema Council (DSN-MUI) issued Fatwa No. 117/DSN-MUI/I1/2018, which serves as a
guideline for sharia compliance, so that crowdfunding activities are not only technically safe
but also in accordance with sharia principles, such as the prohibition of usury and gharar.
However, implementation challenges remain due to the lack of integrated oversight
mechanisms and adequate sharia financial literacy among MSMEs and investors, as well as
the need to adapt regulations to the risks of digital crime and fraud that are developing
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alongside technological advances (Maulidi, 2024). Therefore, regulatory strengthening and
collaboration among supervisory institutions are needed to ensure the security of digital
transactions and optimal protection for all parties in the Sharia SCF ecosystem.

In addition to OJK, Bank Indonesia also encourages the development of an inclusive
technology-based financial ecosystem, especially sharia fintech for MSMEs, through
regulations such as Bank Indonesia Regulation Number 19/12/PBI/2017 concerning the
Implementation of Financial Technology. Bl emphasizes the principles of prudence,
consumer protection, and the use of digital innovations, including artificial intelligence and
blockchain, to improve efficiency and transparency in syirkah-based financing. However,
several supporting regulations, such as Bank Indonesia Regulation Number
7/46/PBI/2005, which regulates fund collection agreements based on sharia principles, are
no longer valid, necessitating continuous updates to accommodate digital-based business
innovations. Thus, although Indonesian regulations have established a sufficiently robust
legal foundation for accelerating MSMEs through Sharia Securities Crowdfunding,
challenges in the field such as technical standards, integrated supervision, and Sharia
financial literacy still need to be addressed in order to realize this potential to the fullest
and in a sustainable manner.

3.2 Cybercrime mitigation in fintech to optimize the security and trust of securities

crowdfunding
3.2.1 Cybercrime as a security threat to sharia-compliant securities crowdfunding

These days, information technology (IT) is a big part of the modern economy, being a
key driver of growth. From small businesses to huge corporations, both government and
private, they're all connected and rely heavily on IT, like cloud-based systems and artificial
intelligence. No surprise, this also opens the door to more cyber risks. Privacy and cyber
risks are important aspects that need to be considered when using IT to support any service
(Aldasoro et al., 2022). The frequency of cyber risks in the financial sector is very high; in
fact, it can be said that this sector is the most affected (Aldasoro et al., 2022). These types of
crimes have existed for centuries, even before the advent of sophisticated technology.
Fraudulent activities, theft, and swindles were common, even without high-tech equipment.
However, using computers and the Internet has provided criminals with a tool to expand
their pool of potential victims and evade detection. As a result, such crimes are committed
frequently in the digital age (Adewopo et al., 2025).

Cybercrime covers a spectrum of malicious activities, ranging from sophisticated
hacking and data breaches to social engineering and ransomware attacks. ENISA, the
cybersecurity authority in the European Union, has compiled a classification of cyber
threats, in which malware accounts for the largest share, contributing to 30% of all attacks.
Beyond malware, the cyber threat landscape includes attacks on websites and domains
aimed at stealing personal and banking data, as well as phishing schemes designed to
impersonate identities and spread malicious software. These attacks target three
fundamental security objectives, known as the CIA triad; confidentiality, integrity, and
availability (Shankar et al,, 2024). At the same time, internal risks are also a substantial
source of vulnerability. ENISA (2020) reports that 77% of data breaches in companies are
caused by incidents related to internal staff, whether intentional or unintentional. This
shows that cyber risk management must include not only protection from external attacks,
but also from internal threats (Fernandez De Arroyabe & Fernandez De Arroyabe, 2023).

Phishing is a social engineering tactic designed to trick individuals into voluntarily
divulging sensitive and valuable personal information. The goal is to gain unauthorized
access to data such as login credentials, financial account details, or other identity
information. These attacks are typically carried out by malicious parties posing as trusted
entities, utilizing a combination of psychological manipulation and technical methods. One
method often used in phishing attacks is through the use of fake domains. These domains
visually mimic the original website, creating a convincing duplicate to deceive users. When
unsuspecting victims visit these fake sites, they are asked to enter personal information.
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The data entered is then sent directly to the attacker, enabling a data breach (Rawla et al,,
2025). With access to this sensitive information, attackers can carry out a series of malicious
activities, including identity theft and financial fraud, by posing as legitimate users (See Fig
2).
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Fig. 2. [llustration of phishing attack workflow

Malicious software, commonly known as malware, is a category of programs
deliberately designed to cause damage or disrupt operations on digital devices, networks,
and computer systems. This term covers a wide range of cyber threats, such as wormes,
trojan horses, ransomware, spyware, adware, and viruses. Acorrding to Negi et al. (2023)
as cited by Bakshi et al. (2025) Malware detection is a fundamental step in cybersecurity to
prevent unauthorized access to devices and data, as well as mitigate potential financial
losses or operational damage.

Ransomware has become a significant and evolving form of malware. As a denial-of-
access attack, its primary function is to block a user's access to their system or data until a
ransom is paid. Since its first appearance with the AIDS (PC Cyborg) variant, ransomware
has developed into thousands of different versions. In 2023, there was a sharp increase in
global ransomware attacks compared to the previous year. Today, the two main types are
locker-ransomware, which locks the user out of their system by restricting screen access,
and crypto-ransomware, which encrypts the user's data and demands a payment for the
decryption key (Zhao et al,, 2025).

Social engineering is a very dangerous and widespread cyber threat that targets
individual privacy and security. These attacks exploit the natural human tendency to easily
trust digital sources. Attackers exploit emotional and psychological weaknesses such as
fear, greed, empathy, or curiosity to trick victims into clicking on fake links or URLs. Once
victims are manipulated, they unknowingly grant attackers authorization to access personal
and financial information, making the protection of digital platforms from these tactics an
urgent challenge. In the broader context of cyber attacks, social engineering is often the
most important first step in gaining unauthorized access to target systems (Rathod et al,,
2025). In a social engineering attack, attackers begin with investigation, gathering
information about the target through public data and social media profiles to identify
vulnerabilities. Once the information is gathered, they enter the planning phase to devise a
convincing strategy, such as creating phishing links or impersonation. The next stage is
contact, where they interact with the target, usually via email, phone (vishing), or SMS
(smishing) to build trust and persuade the victim to take the desired action. Finally, in the
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execution phase, attackers secretly collect sensitive data such as login credentials or
banking details, often by installing malware, while trying to avoid detection by security
systems such as firewalls and antivirus software.

In the last five years, Indonesia's cyberspace has been a prime target for various types
of cyber threats, underscoring the urgency of improving cybersecurity defenses. According
to the National Cyber and Crypto Agency/Badan Siber dan Sandi Negara (BSSN), the total
cumulative number of anomaly traffic identified during the 2020-2024 period reached
3,844,258,669 (See Table 2).

Table 2. Cyber traffic anomalies in Indonesia 2020-2024

Year Total Anomalies Most Frequent Anomaly Source

2020 495,337,202 Trojan BSSN (2020)
2021 1,637,973,022 Malware, Trojan Activity, Information Gathering BSSN (2021)
2022 976,429,996 MyloBot Botnet (Enables full system control) BSSN (2022)
2023 403,990,813 Generic Trojan RAT (Backdoor communication) BSSN (2023)
2024 330,527,636 Mirai Botnet BSSN (2024)

Total 3,844,258,669

The bar chart shows cyber traffic anomalies in Indonesia from 2020 to 2024 (See Fig
3). The cumulative total of traffic anomalies identified during this period reached more than
3.8 billion. The data shows that 2021 experienced the highest anomalies, reaching 56.12%
of the total incidents. This substantial number indicates that cyber attacks are no longer
sporadic incidents, but rather a consistent and massive phenomenon. Therefore, the
implementation of a comprehensive cybersecurity strategy, which includes detection,
mitigation, and response to threats, is essential to maintain the integrity, confidentiality,
and availability of data in cyberspace. This is especially true in the vital fintech sector, where
financial data security is a top priority because fintech has a dynamic and complex network
that interacts seamlessly to deliver a variety of financial products and services to end
consumers (Muthukannan et al., 2020). According to the X-Force Threat Intelligence Index
2023 report, the financial and insurance sectors rank second among the industries most
targeted by cybercriminals since 2018. Although FinTech-supported services have provided
easy access and high availability, they have raised new cybersecurity concerns, especially
for banks and businesses (Javaheri et al., 2024).

Traffic Anomalies

60%
50%
40%

30%

10%

0%
2020 2021 2022 2023 2024

Fig. 3. Trafic anomalies in Indonesia

One form of FinTech is crowdfunding, known in Indonesia as urun dana. These days, to
meet the long-term funding needs of MSMEs, there is an instrument called Securities
Crowdfunding (SCF). All MSMEs rely on digital technology to varying degrees, whether for
accounting and tax reporting, email, digital marketing, remote working, and so on. For more
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and more businesses, digital technology is a key part of business operations (Cartwright et
al,, 2023). The presence of the FinTech crowdfunding industry has changed the way MSMEs
obtain financing. This greatly facilitates MSMEs in remote areas, which no longer need to
travel long distances to seek funding.

Securities crowdfunding operates in an online environment, which means that
interactions between users are often affected by information asymmetry. This condition
shows that building trust also involves a process of information verification by the platform.
The perceived quality of information on the platform has been proven to facilitate the
establishment of trust. Risks such as fraud, misuse of client data, digital signature forgery,
and various other cybercrimes threaten user data security. The complexity of blockchain
technology and uncertainty in security and trust are major obstacles (Javaheri et al., 2024).
In this situation, legal protection plays a vital role in protecting all parties from potential
crimes. Although FinTech-supported services have provided ease of access and high
availability, these services have caused new cybersecurity concerns.

Cybersecurity is not only a technical issue, but also an ethical issue that is in line with
Islamic principles. The Islamic principles referred to include amanah and justice. As caliphs
and servants of Allah, humans have a great responsibility towards the amanah given to
them. This responsibility requires humans not only to develop and prosper the earth in
accordance with the rules set by Allah and His Messenger, but also to preserve and protect
all of His creations. In the modern context, this trust includes the protection of personal data
and digital assets, which are an integral part of human life these days. Given the role of
humans as 'abdun (servants), obedience and submission to the commands of Allah and His
Messenger is the essence of every action, including maintaining integrity and security
(Qurratulaini, 2024). Therefore, fulfilling all religious and ethical obligations in full, without
negligence, is key to fulfilling this mandate, including maintaining cybersecurity, which is
now an integral part of human responsibility.

Allah SWT has established the principle of justice throughout the universe and
commanded His servants to uphold it on earth. This command is not merely a request, but
an obligation that must be carried out earnestly, even if it means sacrificing personal
interests, parents, or close relatives (Akhmadi & Kholish, 2016). In the modern context,
upholding this justice includes protection from cyber threats that can cause unfair financial
losses to investors and MSMEs. Therefore, building a robust and strong security system in
the digital world is a tangible manifestation of efforts to uphold justice, ensuring that the
rights of all parties are optimally protected from losses caused by cybercrime. This action is
in line with the divine teaching to always be fair in every aspect of life.

3.2.2 Securities crowdfunding risk mitigation strategy

Here are some key strategies for reducing cybersecurity risks in the FinTech industry,
Cybersecurity Awareness Training. According to Disparte & Furlow (2017), as cited by
Zhang et al. (2021), the most effective investment in cybersecurity is through stronger
training for employees. FinTech companies should regularly provide cybersecurity
awareness training to their employees and customers. This aims to reduce the risk of
phishing and social engineering attacks. The training should cover topics such as identifying
fraudulent emails, creating strong passwords, and avoiding the use of public Wi-Fi
networks. Employees must be aware of the risks in their daily activities, such as phishing
emails, unsecured devices, or inappropriate data sharing, so that they can mitigate them
before they cause security breaches.

Cybersecurity awareness training can be categorized into three groups: traditional,
technology-based, and innovative training methods (Qawasmeh et al., 2025). Traditional
cybersecurity training methods, including passive, classroom-based, and video approaches,
offer their own advantages and disadvantages. Passive methods such as posters and e-flyers
are cost-effective and can reach a wide audience, but their static content is often ignored
and less effective in the face of evolving threats (Potgieter, 2019). Classroom-based training,
whether in-person or online, provides strong direct interaction and personalization, but has
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challenges in terms of scalability and large content investment. Meanwhile, video-based
training is highly scalable and flexible (Fyfield et al., 2019), ideal for remote employees,
although its “one-size-fits-all” format can reduce engagement and fail to meet individual
needs.

Technology-based and innovative cybersecurity training methods, such as simulations,
applications, games, and VR/AR, offer a modern approach to raising awareness. Simulation-
based training, such as simulated phishing attacks, is highly effective for providing
experiential learning and is scalable. However, its effectiveness is highly dependent on a
high level of realism in the simulation to reflect real threats. Application-based training
offers flexibility and self-directed learning that is well-suited for a dispersed workforce
(Abawajy, 2012). That said, the content is often uniform, lacks personalization, and may not
be suitable for all learning styles. Game-based training can increase motivation and
knowledge retention through elements of competition and storytelling, but it is expensive
to develop and difficult to tailor to different roles in large organizations (Hill et al., 2020).
Finally, VR/AR technology provides an unmatched immersive experience in knowledge
acquisition and retention. However, this method is the least scalable due to the very high
implementation costs for specialized hardware and personnel. MFA, a significant evolution
in digital security, is a method of verifying a user's identity by requiring them to present two
or more separate pieces of evidence, or ‘factors’ (See Fig 4).

Two-factor authentication (2FA)
Multi-factor authentication (MFA)
Single-factor authentication

FW = G [0 - [P

PIN/password PIN/password +

smartphone/OTP/ID card

2FA + Biometric factor

Fig. 4. The evolution of the authentication factor.
(Tran-Truong et al., 2025)

The main goal of MFA is to create a layered defense system. If one factor is
compromised or breached, attackers still have at least one more barrier to overcome before
successfully gaining access to the target. This makes MFA an effective tool in preventing
unauthorized access to systems, data, and applications, thereby significantly improving an
organization's overall security posture (Tran-Truong et al., 2025). It makes it more difficult
for cyber attackers to gain access, even if they manage to obtain a user's password.

FinTech companies must implement strong encryption measures to protect data at rest
and in transit. Encryption involves converting data into code that can only be deciphered
with a key or password. This can help prevent data theft and unauthorized access to
sensitive information. The implementation of encryption will focus on how encryption can
secure data down to the row and field level while maintaining data integrity and the
authority of each database user (Rahmadi & Yunita, 2020). FinTech companies must
regularly assess the security measures of their third-party vendors to ensure that they meet
the required standards (Ali et al., 2023).

4. Conclusions

Based on a comprehensive literature review, Indonesia's regulatory readiness to
support the acceleration of MSMEs through syirkah-based Securities Crowdfunding (SCF)
shows progress with the existence of various regulations, such as DSN-MUI Fatwas and OJK
Regulations (POJK), that are beginning to accommodate sharia principles in crowdfunding
services. However, the existing regulatory framework remains general and normative,
lacking detailed provisions on crucial technical aspects like dispute resolution mechanisms,
supervision of profit distribution, and optimal investor protection within a rapidly evolving
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digital ecosystem. These regulatory weaknesses create legal gaps that can trigger
uncertainty and risks, particularly concerning the potential misuse of funds and unethical
practices. Therefore, continuous updates and strengthening of regulations are needed to
accommodate digital innovation and ensure that all parties including investors and MSMEs
are protected fairly and comprehensively in accordance with sharia principles.

On the other hand, the digitalization of the fintech sector introduces significant cyber
risks, as evidenced by the high volume of cyber traffic anomalies in Indonesia. These threats
are not only technical but also ethical, aligning with the Islamic principles of amanah (trust)
and justice which mandate the protection of digital data and assets. To mitigate these risks
and optimize the security and trustworthiness of SCF, implementing a comprehensive
strategy is essential. Key recommended mitigation strategies include cybersecurity
awareness training for all stakeholders, implementation of multi-factor authentication
(MFA), strong encryption to protect data, and third-party vendor risk management. By
integrating sharia principles into a robust and dynamic cybersecurity framework, Indonesia
can build a Securities Crowdfunding ecosystem that is not only innovative and inclusive but
also resilient and trustworthy, ensuring sustainable growth and continuity for MSMEs.
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