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ABSTRAK

Background : In Indonesia, the transformation of trade law in the IT and Internet era presents significant
challenges and opportunities. Businesses have changed, markets have expanded, and digitalization has created
new economic opportunities. However, these changes have also raised a number of legal questions, including
consumer protection, data security, the legality of electronic transactions, and the role of government in
regulating digital commerce. This article analyzes how Indonesian laws and regulations have adapted to these
changes and examines the challenges of implementing regulations in the face of rapid technological
developments. This article provides a comprehensive overview of the direction of trade law in the digital era
and its impact on the Indonesian economy and society, with a focus on the policies implemented and
opportunities for future regulatory improvement. Methods: This study focuses on the challenges and
opportunities arising from technological advances and e-commerce, and discusses changes in trade law in the
digital era in Indonesia. A normative legal approach is used in this study. Digital trade law is examined using a
normative approach. Findings: This study highlights several issues, including regulations that do not reflect
technological advances, inadequate consumer protection, cybersecurity risks, and regulations that mix digital
and traditional business practices. In contrast, the rapid growth of e-commerce in Indonesia, government efforts
to build a digital ecosystem, and the potential for global cooperation to resolve international issues present
significant opportunities. Conclusions: The results of this study highlight the need for more flexible and
comprehensive legal reforms to deal with developments in the digital era. Harmonization of cross-sector
regulations, increased cybersecurity, and strengthened consumer protection are key to seizing the opportunities
arising from the growth of digital trade in Indonesia. Novelty/Originality of this Study: The study found that
digital trade regulations in Indonesia are still lagging behind technological developments, especially in
consumer protection and cybersecurity. However, opportunities arise from the government's efforts to build a
digital ecosystem and the potential for global cooperation to improve digital trade regulations.

KEYWORDS: legal transformation; digital trade; legal challenges; e-commerce; consumer
protection.

1. Introduction

The digital era has brought about major changes in various aspects of life, including in
the field of trade (Burri, 2018). Advances in information and communication technology
have created a new trading ecosystem that is faster, more efficient, and more affordable
(Teece, 2018). Transactions that used to be carried out physically have now shifted to digital
platforms, allowing consumers and business actors to connect without geographical
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boundaries. However, this transformation also raises new challenges, especially in the legal
aspect that must adapt to the dynamics of modern trade.

Trade law in Indonesia faces major challenges in keeping up with the pace of
technological change (Pangestu et al, 2015). Regulations previously designed for
conventional trade are often no longer relevant in the digital era. For example, issues such
as data security, online dispute resolution, and digital consumer protection require a
different legal approach from previous practices. The lack of or unclear regulation in
addressing these issues can create legal uncertainty for both businesses and consumers.

On the other hand, the digital era also opens up great opportunities for the
transformation of trade law (Okediji, 2018). By utilizing technology, the government and
related institutions can create regulations that are more effective, inclusive, and adaptive to
the needs of the digital market. Digitalization also allows for greater transparency,
accelerates legal processes, and facilitates cross-border interactions (Luo, 2021). This
provides an opportunity for Indonesia to become a pioneer in digital trade regulation in the
Southeast Asian region.

The transformation of trade law in the digital era is an important step to support the
growth of the digital economy in Indonesia (Primawanti et al., 2022). By creating a clear,
adaptive legal framework that protects all parties, Indonesia can build a competitive, fair,
and sustainable digital trade ecosystem. However, to achieve this, cooperation is needed
between the government, business actors, academics, and the community in facing
challenges and taking advantage of existing opportunities.

Indonesian trade law has undergone many changes due to global economic
developments and technological advances (Jomo, 2019). The digital era has brought about
major changes in the way transactions are conducted, with e-commerce increasingly
dominating the physical retail market (Burt & Sparks, 2003). This phenomenon poses new
challenges to current trade law and requires changes to protect the interests of all
stakeholders: economic actors, consumers, and the environment. E-commerce has many
advantages, including ease of use and low costs (Eastin, 2002). On the other hand, it also
poses new threats such as internet fraud, data breaches, and incomplete consumer
protection. In this context, applicable trade law regulations must be adjusted to current
business practices. For example, we need to enact stronger laws regarding digital
transactions, personal data protection, and consumer rights. Indonesia, the fourth most
populous country in the world with growing internet access, is a huge potential market for
e-commerce.

Therefore, the government must ensure that the policies and regulations implemented
not only encourage the growth of this sector but also protect the interests of the community.
Strong and comprehensive trade sanctions will be the foundation for creating a positive and
stable business environment. Another problem that must be resolved is legal uncertainty.
This is often caused by conflicting or overlapping regulations. Business actors, especially
those operating in the MSME sector, often have difficulty understanding and complying with
the various legal requirements that apply to them. Therefore, a simpler and clearer
approach is needed in the regulatory process. However, digital transformation will enable
countries to work more closely together in trade, including economic cooperation and free
trade agreements. For local products to compete in the global market, Indonesian trade laws
must be able to adapt and cooperate with international regulations.

Table 1. Legal aspects of trade

Legal aspects of trade Level of development or challenges (%)
International collaboration opportunities 70
Legal challenges (Regulatory overlap) 60
E-commerce market potential in Indonesia 80
Need for regulatory updates 75
New risks (Fraud, privacy violations) 55
Benefits of electronic trade 80
Conventional trade to e-commerce 85
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The table above shows various aspects of the development and challenges of
Indonesian trade law in the IT and Internet era. This table shows important aspects covered
in each category, including: Opportunities in the Indonesian e-commerce market, legal
challenges posed by overlapping regulations, benefits of e-commerce, and emerging risks
such as fraud and data breaches. In addition, regulatory updates are also needed to protect
consumers and economic actors.

By 2022, more than 204 million Indonesians will use the Internet and more than half
of them will shop on e-commerce platforms. The value of Indonesian e-commerce is
estimated to be around $77 billion in 2022, a significant increase from around $16 billion in
2016.Based on data, around 24 percent of e-commerce users in Indonesia have experienced
cyber attacks or fraud when transacting online. The number of data breaches and data
protection violations is also increasing. Several large-scale incidents in Indonesia have
reportedly resulted in data breaches of more than 90 million e-commerce users. More than
15 laws and regulations related to e-commerce must be adjusted, as old and new regulations
often overlap in the digital era. Only about 40% of e-commerce businesses in Indonesia
meet legal compliance standards for data security and consumer protection. With a
population of more than 270 million, Indonesia is one of the largest e-commerce markets in
Southeast Asia. Indonesia has joined more than five international agreements on digital
trade to improve legal protection and interoperability in the e-commerce sector. Indonesia's
e-commerce market is estimated to be worth more than $130 billion by 2025.

2. Methods

To Analyze Commercial Law Transformation in the Digital Age: Challenges and
Opportunities in Indonesia is a multi-disciplinary undertaking by way of case studies,
normative legal study, and comparison. The methodology of normative legal study
concentrates on scrutinizing existing legal principles and how these regulate the
phenomenon of new digital trade. The prescriptive legal study entails statute interpretation,
the law of precedents, as well as executive regulations relating to consumer protection and
e-commerce. The move from traditional to digital trade is a revolutionary change in
business triggered by progress in information and communication technology. Traditional
trade, with its feature of direct human-to-human contact, physical products, and cash
transactions, has long offered transparent legal guidelines under the Trade Law and
Consumer Protection Law. Digital trade has, however, changed this situation by bringing in
electronic commerce platforms, mobile shopping apps, and electronic payment mechanisms
that have no geographical bounds.

This transformation enhances efficiency but also presents new legal issues, particularly
the relationship between business actors and customers. In conventional trade, the sellers
are directly responsible for their products, whereas in e-commerce, platforms take on the
role of intermediaries, creating legal uncertainties regarding defective products, fraud, or
delayed shipments. In addition, the shift from cash, led by credit cards, e-wallets, and QR
payments, reveals financial data vulnerability and consumer well-being. Despite regulation
by Financial Services Authority (OJK) and Bank Indonesia (BI), the recent explosion of
digital currency in the form of cryptocurrency presents novel regulatory challenges. The
other key issue is protection of personal data, whereby online platforms accumulate vast
amounts of consumer data, which are likely to be abused and hacked. The enactment of
Indonesia's Personal Data Protection Law (UU PDP) in 2022 is a move to address these
matters, though adherence from domestic and foreign business players is still a issue. The
transition to digital commerce also reveals the loopholes of existing laws, i.e., Consumer
Protection Law (UUPK), which fail to address digital consumers' rights, platform
responsibilities, and cross-border disputes.

In a bid to develop a more adaptable framework, Indonesia introduced Government
Regulation No. 80 of 2019 on Electronic Trading (PMSE) on platform responsibilities and
consumer protection. However, effective implementation requires coordination among a
number of agencies, including the Ministry of Trade, the Ministry of Communication and
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Information (Kominfo), and OJK. Law enforcement is also hindered by the technical aspect
of cybercrime investigations, with the requirement of specialized units and international
cooperation to combat digital fraud and data theft. To address these, Indonesia must reform
obsolete laws, bring the legal system up to date through digitization, and enhance digital
literacy through education campaigns. Training programs for businesses, particularly
MSMESs, need to concentrate on compliance with laws, ethical handling of data, and optimum
practices in cyber security. The government also needs to encourage coordination with the
private sector to implement industry standards for secure transactions as well as cross-
border cooperation to regulate cross-border trade and cybercrime. Development of an
Online Dispute Resolution (ODR) system would provide a fast way of resolving electronic
commerce disputes without complex legal procedures. In addition, applying technology like
blockchain to guarantee the transparency of transactions and artificial intelligence to
identify fraud could improve the regulation enforcement. As digital trade expands,
Indonesia must seize opportunities to change legislation to guarantee economic
development, boost consumers' confidence, and stay competitive on the global marketplace.
Creating an adaptive and open regulatory regime would allow Indonesia to establish a
secure, innovative, and sustainable digital commerce system.

3. Result and Discussion
3.1 Consumer protection in digital commerce: Barriers and implementation in Indonesia

Digital commerce has become an integral part of modern life in Indonesia (Aminullah
et al., 2024). With the rapid development of technology, online shopping is now one of the
main choices for consumers to meet their daily needs. However, behind the convenience
and efficiency offered, digital commerce also presents new challenges in protecting
consumers. Issues such as fraud, defective products, and misuse of personal data are the
main highlights in the digital commerce ecosystem. This article discusses the obstacles and
implementation of consumer protection in digital commerce in Indonesia, including
government efforts, regulatory challenges, and the role of society in creating a safer digital
ecosystem.

In Indonesia, consumer protection in the era of digital commerce is very difficult
(Agustiawan et al,, 2022). Although the Consumer Protection Law Number 8 of 1999 and
the Electronic Information and Transactions Law (UU ITE) have been implemented, it is still
unclear how effective they are in digital commerce. Many consumers face problems such as
online fraud, unclear product information, and data breaches, but the current laws still do
not protect all consumers from these dangers. Other obstacles are weak law enforcement
and limited dispute resolution mechanisms.

Protecting Indonesian e-commerce consumers requires regulations that are stricter,
more specific, and responsive to advances in digital technology (Kim, 2019). Although
several laws have been enacted, such as PP Number 80 of 2019 concerning Transactions
Through Electronic Systems (PMSE), they do not guarantee consumer safety. In addition,
consumers, especially those who have recently switched to online shopping, are still not
aware of their rights (Liao & Cheung, 2001). The government must impose stricter sanctions
and strengthen supervision of economic actors who violate consumer rights (Alexander,
2009). In addition, digital trading platforms must participate in this effort by conducting
independent monitoring and demonstrating how they manage consumer data and
transaction requirements (Liang et al., 2018).

3.2 Digital barriers to consumer protection in digital commerce

One of the main obstacles to consumer protection in digital commerce is the low digital
literacy of the Indonesian people (Arifin et al., 2021). Many consumers do not yet
understand their rights as users of digital services. This lack of understanding is often
exploited by irresponsible parties to commit fraud, such as phishing, selling counterfeit
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products, or non-transparent pricing practices. Consumers who do not have adequate
knowledge tend not to read the terms and conditions in online transactions. As a result, they
often get caught in disadvantageous situations, such as purchasing products that do not
match the description or being charged unclear additional fees.

Existing regulations often do not fully cover the complexities of digital commerce.
Although Indonesia has the Consumer Protection Law/Undang-Undang Perlindungan
Konsumen (UUPK) and the Electronic Information and Transactions Law/Undang-Undang
Informasi dan Transaksi Elektronik (UU ITE), their implementation in the digital world still
has shortcomings (Subagyono et al, 2024). For example, there are legal loopholes in
regulating cross-border sales or handling consumer disputes with international e-
commerce platforms. In addition, existing laws are often not flexible enough to adapt to
rapid technological developments. This creates legal uncertainty for consumers and
business actors.

Furthermore, Law enforcement in digital consumer protection in Indonesia is still weak
(Kerti, 2023). Many cases reported by consumers are not followed up seriously. In addition,
complicated and time-consuming complaint procedures make many consumers reluctant
to report their losses. This provides an opportunity for unscrupulous business actors to
continue committing violations without fear of legal consequences.

Besides that,, In the digital era, consumers' personal data is one of the most valuable
assets. However, personal data protection in Indonesia is still far from ideal. There are many
cases of misuse of personal data by e-commerce platforms, such as the use of data for
advertising without permission, to data leaks that are detrimental to consumers. The
absence of a specific law governing personal data protection until the implementation of the
Personal Data Protection Law in 2022 shows how slow the government's response is to this
urgent need. Not all digital businesses understand or care about their obligations to protect
consumers. Some e-commerce platforms and individual sellers often ignore product safety
and quality standards, which harms consumers.

3.3 Implementation of consumer protection in digital trade

The Indonesian government has launched various programs to improve people's digital
literacy, such as the National Digital Literacy Movement program. This campaign aims to
educate the public about digital security, consumer rights, and how to identify online fraud.
In addition, major e-commerce platforms in Indonesia also contribute by providing
consumer guidance, such as safe shopping tutorials and additional security features, such
as two-step verification.

The government has made efforts to strengthen regulations related to digital trade. One
important step is the implementation of the Personal Data Protection Law (UU PDP) which
will come into effectin 2022. This law regulates the obligations of business actors to protect
consumers' personal data, including reporting mechanisms in the event of a data leak. In
addition, the government has also issued additional regulations, such as the Regulation of
the Minister of Trade (Permendag) on trade through electronic systems, which regulates
the responsibilities of e-commerce platforms towards consumers.

Improving law enforcement is a government priority in protecting digital consumers.
The National Consumer Protection Agency (BPKN) together with the Ministry of
Communication and Information (Kominfo) have improved coordination to handle
consumer reports more quickly and effectively. The government is also encouraging the
establishment of online dispute mediation institutions to resolve conflicts between
consumers and business actors without having to go through a lengthy court process.

To handle the dispute, Large e-commerce platforms such as Tokopedia, Shopee, and
Lazada have an important role in protecting consumers. They have implemented features
such as seller ratings, product reviews, and responsive customer service. In addition, some
platforms also provide consumer protection programs, such as refunds if the product is not
suitable. Collaboration between the government and these platforms is essential to create a
safer and more trusted digital trading ecosystem.
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Moreover, The government and digital trade associations have also held training and
seminars to raise awareness among businesses about the importance of protecting
consumers. A certification program for online businesses has also been introduced as a
measure to ensure compliance with consumer protection standards. In addition to the role
of government and business actors, consumers also have a responsibility to create a safe
digital environment. Understanding consumer rights is essential, as consumers need to
know their rights, such as the right to correct information, the right to choose, and the right
to security. In addition, they must be careful in transactions by checking the seller's
reputation, reading product reviews, and avoiding transactions with suspicious parties. If
their experience losses, consumers must report the case to the authorities, such as BPKN or
the relevant e-commerce platform.

Beside that, The development of digital commerce has changed the way people interact,
shop, and transact. However, behind this progress, new threats have emerged related to
data security and privacy. Data leaks, cyber attacks, and misuse of personal information are
increasingly pressing issues to be addressed. In this context, the role of law is very
important to protect consumers and ensure a safe digital ecosystem. This article discusses
various aspects of data security and privacy in digital commerce, including the cyber risks
faced, the role of law in risk mitigation, and the challenges of implementing regulations in
Indonesia.

Privacy and security are key issues in Indonesia's digital commerce. With more and
more transactions using digital technology, privacy and security are major concerns. The
law is not enough to prevent data breaches, misuse of personal data, and cyber attacks,
which are increasing in this context. Certain sections are subject to the ITE Law and
regulated by PP No. 12/2019 concerning the Implementation of Electronic Systems and
Electronic Transactions, personal data protection has not been fully organized and
implemented.

Personal data protection in digital commerce requires a more comprehensive legal
approach. To ensure better protection of personal data, Indonesia is currently working on
developing the Personal Data Protection Bill/Rancangan Undang-Undang Perlindungan
Data Pribadi (RUU PDP). The current legal system is full of loopholes that allow for data
misuse and leakage. E-commerce companies are often unclear about how they protect
consumer data, and there is still no clear system for managing losses from data breaches. In
addition to strengthening regulations, it is important to raise public awareness of the
importance of protecting personal data and support better cybersecurity infrastructure.
The government and the private sector must work together to create a safe and trusted
digital business environment.

3.4 Cyber risks in digital commerce

One of the main risks in digital commerce is the leakage of personal data. Personal data,
such as names, addresses, telephone numbers, and credit card information, are often the
main targets of hackers. This data leak can be used for various criminal acts, such as fraud,
identity theft, and extortion. The data leak case involving a major e-commerce platform in
Indonesia shows that even though companies have security systems, this threat still exists.
In some cases, the leaked data is even sold on the digital black market (dark web), which
makes the losses even wider. Phishing attacks also are a common cyber fraud method used
to steal users’ personal information. In the context of digital commerce, these attacks are
usually carried out through fake emails, SMS, or links that direct victims to fake websites
that resemble genuine e-commerce platforms. Unsuspecting consumers often fall victim,
voluntarily handing over their personal data without realizing the dangers that lurk.

Many digital platforms use consumer data to target more relevant ads. While this
practice is legal if consumers give permission, in many cases, the data is used without the
consumer’s knowledge or consent. This abuse not only violates consumer privacy but also
creates distrust in digital platforms. Moreover, there is Ransomware which is a type of
cyberattack in which hackers encrypt user data and demand a ransom to regain access to it.
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In digital commerce, ransomware can attack e-commerce systems, causing major losses for
both consumers and businesses.

In Indonesia, the Personal Data Protection Law (UU PDP), which was passed in 2022, is
an important milestone in protecting consumers from cyber risks. This law regulates how
personal data is collected, used, stored, and protected. It includes obligations for business
actors to ensure the security of consumers' personal data, including implementing an
adequate cybersecurity system. Additionally, consumers have the right to know how their
data is used, withdraw consent, and request the deletion of data. The PDP Law also
stipulates administrative and criminal sanctions for parties who violate the provisions of
personal data protection.

The ITE Law also plays an important role in addressing cyber risks in digital trade. This
law regulates cybercrime such as hacking, phishing, and malware distribution. E-commerce
platforms are required to ensure the security of their systems so that they do not become
targets or tools of cybercrime.

The Indonesian government through the Regulation of the Minister of Trade
(Permendag) also provides specific rules on trade through electronic systems. This rule
includes the obligation of business actors to provide a consumer complaint mechanism
regarding data security and privacy issues. As digital trade is cross-border, international
cooperation is essential in addressing cyber risks. Indonesia participates in various global
initiatives, such as the ASEAN framework on cybersecurity, to ensure that data protection
and cybersecurity practices are adopted regionally.

Even when regulations are in place, enforcement is often a major challenge. Many
violations are not taken seriously, leaving cybercriminals free to repeat their actions. Weak
enforcement also creates the perception that consumer protection in digital commerce is
still not a priority. Moreover, Not all business actors, especially small and medium
enterprises (SMEs), have the ability to meet data security standards set by law. This creates
a gap between regulations and technical capabilities in the field. Many consumers are
unaware of their rights under existing regulations. This lack of legal literacy makes them
less likely to report violations or take proactive steps to protect their personal data.

3.5 Evolution of cyber threats

Cyber threats are constantly evolving, while regulations take time to develop and
implement. This misalignment creates legal loopholes that cybercriminals often exploit.
Strategies to overcome challenges include increasing digital literacy, strengthening law
enforcement, collaborating with digital platforms, and regularly updating regulations. The
government, together with industry players, needs to conduct intensive digital literacy
campaigns to increase public awareness of data security and privacy, ensuring that
consumers are taught how to recognize cyber threats and protect their personal data. Strict
law enforcement against cybercriminals will create a deterrent effect and increase
consumer confidence in the legal system, while the formation of a special unit to handle
cybercrime can speed up the investigation and resolution process. E-commerce platforms
must play an active role in ensuring the security of user data by adopting technologies such
as data encryption, dual authentication, and real-time monitoring of suspicious activity, and
the government can provide incentives for platforms that comply with high security
standards. Additionally, regulations need to be updated regularly to keep up with
technological developments and ever-changing cyber threats, with the government
involving technology and legal experts to ensure that regulations remain relevant.

Trade has been one of the most important aspects of economic activity since ancient
times. However, the development of information technology has brought significant
changes in the way humans conduct transactions, moving from conventional trade to
digital-based trade. This evolution not only changes the way businesses and consumers
interact, but also creates new challenges that must be responded to by the existing legal
framework. In this context, Indonesia faces unique dynamics that reflect the need to update
regulations to remain relevant and able to protect all parties in the digital trade ecosystem.
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Conventional trade refers to the traditional transaction system where sellers and
buyers meet directly in a physical market. This model involves physical elements such as
shops, tangible merchandise, and cash payments. The relationship between businesses and
consumers in this era is direct, allowing for transparent interactions. Applicable legal
regulations, such as the Trade Law and the Consumer Protection Law, are designed to
regulate these transactions.

With the development of information and communication technology, trade has begun
to shift to digital platforms. E-commerce, marketplaces, and online shopping applications
have become the main platforms that connect business actors and consumers without
geographical limitations. Transactions now involve virtual elements, such as digital product
catalogs, electronic payments, and delivery of goods through third parties. This change
allows for high efficiency, but also brings new challenges that are different from
conventional trade.

In the digital era, the relationship between business actors and consumers also has

become more complex. In conventional trade, consumers deal directly with sellers, so legal
responsibility is clear. However, in digital trade, marketplace platforms often act as
intermediaries between sellers and buyers. This creates legal confusion regarding
responsibility for problems such as defective products, late delivery, or fraud.
Digital platforms often claim that they only provide a means of transaction, so they are not
responsible for the quality of products or services. On the other hand, consumers often find
it difficult to obtain legal clarity when facing disputes. The lack of regulation regarding the
role of platforms in digital trade is one of the main challenges, such as payment.

Payments in digital commerce are dominated by electronic methods, such as credit
cards, bank transfers, digital wallets (e-wallets), and QR code-based payments. This raises
new challenges related to financial data security and consumer protection. In Indonesia, the
Financial Services Authority (O]JK) and Bank Indonesia (BI) have regulated digital payment
transactions, but these regulations still need to be adjusted to be more relevant to the ever-
growing technological innovations.

In addition, the emergence of digital currencies such as cryptocurrencies also presents
legal challenges that have not been fully regulated in Indonesia. While BI prohibits its use
as ameans of payment, cryptocurrencies are still used as an investment tool, which requires
special regulations to protect investors and prevent money laundering. All of these things
are done to protect consumers’ personal data.

In digital commerce, consumers' personal data is a key component in transactions.
Digital platforms often collect data such as names, addresses, telephone numbers, and
payment information to facilitate the transaction process. However, the management of this
data is often accompanied by the risk of misuse or data leakage. Indonesia has taken an
important step by passing the Personal Data Protection Law/Undang-Undang Perlindungan
Data Pribadi (UU PDP) in 2022. This law aims to regulate how consumers' personal data is
collected, used, and protected. However, its implementation still faces challenges, especially
in ensuring digital platform compliance, considering the large number of cross-border
business actors operating in Indonesia.

Regulations designed for conventional trade are often unable to handle the
complexities of digital trade. For example, the current Consumer Protection Law (UUPK)
does not specifically regulate consumer rights in digital transactions. This ambiguity creates
legal uncertainty, which can be detrimental to consumers and business actors. In addition,
international trade law has not been fully adapted to deal with the dynamics of cross-border
trade. When Indonesian consumers buy products from abroad through digital platforms, it
is often unclear which law applies in the event of a dispute.

The transformation to digital trade requires more responsive and flexible regulations.
The Indonesian government has begun to address this challenge by issuing Government
Regulation No. 80 of 2019 concerning Trading Through Electronic Systems (PMSE). This
regulation covers various aspects, such as the responsibilities of digital business actors,
consumer protection, and supervision of electronic transactions. However, the success of
this regulation is highly dependent on its implementation. Good coordination is needed

EAEBJOL. 2025, VOLUME 2, ISSUE 2 https://doi.org/10.61511/eaebjol.v2i2.2025.1338


https://doi.org/10.61511/eaebjol.v2i2.2025.1338

Abdurrahim (2025) 116

between various government institutions, such as the Ministry of Trade, the Ministry of
Communication and Information, and the OJK, to ensure that these regulations are truly
effective in protecting consumers and encouraging the growth of the digital economy.

Law enforcement in the digital era faces its own challenges. One of them is the lack of
understanding of law enforcement officers about technology and digital transactions.
Cybercrime cases, such as online fraud and data theft, are often difficult to investigate
because of their cross-border nature. The government needs to improve the capacity of law
enforcement officers through training and the formation of special units to handle cases
related to digital trade. In addition, international cooperation is also key to overcoming
global cybercrime.

3.6 Solutions and recommendations

To face the challenges arising from the evolution of digital trade, Indonesia needs to
take strategic steps, including revising old regulations, digitizing the legal system,
increasing legal and digital literacy, and strengthening international cooperation.
Regulations such as the Consumer Protection Law and the ITE Law need to be revised to be
more relevant to the needs of digital trade, incorporating provisions on digital consumer
rights, platform responsibilities, and online dispute resolution. The government can utilize
technology to create a more efficient and transparent legal system, for example, by using
online platforms for dispute mediation and digital business registration to accelerate legal
processes. Additionally, consumers and business actors must be educated about their rights
and obligations in digital transactions, with digital literacy campaigns helping the public
understand the risks and responsibilities in the digital trade ecosystem. Given the cross-
border nature of digital trade, Indonesia must actively participate in international forums
to establish a global legal framework that supports and regulates digital trade effectively.

Digital transformation has brought about major changes in the world of trade, opening
up new opportunities and challenges that require adaptation of the legal framework. In
Indonesia, the growth of the digital economy is growing rapidly, supported by high internet
penetration and the increasing popularity of e-commerce platforms. However, regulations
that are not yet fully adaptive pose risks to consumers and business actors. Therefore, a
mature strategy is needed to build a relevant, responsive, and equitable digital trade legal
framework. This article will discuss important strategies that can be implemented to create
an adaptive digital trade legal framework in Indonesia, including regulatory revisions,
cross-sector collaboration, increasing digital legal literacy, and strengthening law
enforcement.

Many laws in Indonesia, such as the Consumer Protection Law (UUPK) and the
Electronic Information and Transactions Law (UU ITE), are designed for the context of
conventional commerce. Revisions to these regulations are urgently needed to address the
challenges that arise in digital commerce, such as:

a. Protection of consumer rights in online transactions.

b. Law enforcement for violations such as online fraud and data leaks.

c. Regulation of digital platform responsibilities, including marketplaces and
electronic transaction service providers.

One concrete step is to include clauses that regulate digital consumer rights, such as
price transparency, quality of goods/services, and mechanisms for returning goods or
refunds. The Indonesian government has issued Government Regulation No. 80 of 2019
concerning Electronic Trading (E-Commerce). Although this is a significant step, there are
still regulatory gaps that need to be filled, such as personal data protection, cyber risk
management, and regulation of cross-border trading activities. More in-depth specific
regulations must be created to address specific issues such as cryptocurrency,
dropshipping, and online dispute resolution. These regulations must also cover micro,
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small, and medium enterprises (MSMEs), which are the backbone of the Indonesian
economy.

The transformation of digital trade law requires good coordination between various
government agencies, such as the Ministry of Communication and Informatics to regulate
technology infrastructure, the Ministry of Trade to regulate digital trade policies, and the
Financial Services Authority/Otoritas Jasa Keuangan (O]JK) and Bank Indonesia (BI) to
regulate electronic payment transactions. This collaboration can accelerate the regulatory
harmonization process, so that the resulting policies are more comprehensive and
synchronous. The private sector, including technology companies and e-commerce
platforms, should be involved in policy making. As parties who understand the dynamics of
the digital market, their contributions can help the government design realistic and relevant
regulations. In addition, the government can encourage the private sector to adopt best
practices, such as data security certification, digital business codes of ethics, and
transparency in transactions.

Due to the cross-border nature of digital trade, Indonesia needs to build cooperation
with other countries and international organizations. Some important focuses in this
cooperation include the settlement of cross-border disputes through international legal
mechanisms, handling cybercrime by sharing information and technology between
countries, and the standardization of globally recognized digital trade regulations.

One of the main obstacles to digital trade in Indonesia is the low level of digital literacy
among the public. Many consumers do not understand their rights in online transactions,
making them vulnerable to fraud or exploitation. The government, in collaboration with
digital platforms, can conduct a digital legal literacy campaign. This campaign should
include Understanding of digital consumer rights, Awareness of the importance of personal
data protection, Practical steps to avoid the risks of online transactions. Beside that,
Business actors, especially MSMEs, also need education about digital trade regulations. This
is important to ensure they comply with applicable laws, while increasing their
competitiveness in the digital market. This training can include Ethical and legal
management of customer data, Fulfillment of customer service standards, Use of technology
to improve operational efficiency.

Law enforcement in digital commerce requires a different approach (Neely, 2014).
Crimes such as data theft, online fraud, and copyright infringement are often difficult to
prosecute because of their technology-based nature (Chawki & Abdel Wahab, 2006).
Establishing a special unit to handle these cases, with personnel trained in digital
technology, can strengthen law enforcement. This unit should also be equipped with
adequate tools and technology to track and prove violations.

Disputes in digital commerce often involve consumers, business actors, and digital
platforms (Cortés, 2010). To resolve these disputes quickly and efficiently, the government
can build Online Dispute Resolution (ODR). ODR is a digital platform that allows consumers
and business actors to resolve disputes without having to attend a physical court (Unnaty
& Goyal, 2023). This system can save time and costs, while providing a more adaptive
solution to the characteristics of digital commerce (Schmitz, 2018).

In addition, businesses and governments can also use technology to support
regulations such as blockchain and others. Blockchain technology can be used to increase
transparency in digital commerce (Bulsara & Vaghela, 2020). For example, blockchain can
help record transactions permanently and irreversibly, making audits easier and
preventing fraud (Wang & Kogan, 2018). Artificial Intelligence (AI) also can be used to
monitor activities on digital platforms in real-time (Tien, 2017). With Al, the government
can detect suspicious transaction patterns, such as fraud or other illegal activities, so that
law enforcement can be carried out more quickly (Harris, 2022).

In the digital era, legal transformation is one of the keys to creating a conducive and
sustainable economic ecosystem (Muzykant et al., 2020). Digital trade in Indonesia is
experiencing rapid growth, especially through e-commerce platforms, fintech, and other
digital innovations (Dewi & Lusikooy, 2023). However, the acceleration of the digital
economy also raises new legal challenges that must be anticipated (Brynjolfsson & McAfee,
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2011). Legal transformation is not only important to overcome challenges, but also opens
up great opportunities for the growth of the digital economy (Haslehner et al.,, 2019).
Responsive, inclusive, and proactive regulations can encourage innovation, increase
consumer confidence, and strengthen Indonesia's competitiveness in the global market
(Fridayani et al., 2024). This article discusses the various opportunities that arise from legal
transformation to support the digital economy in Indonesia.

4. Conclusion

The changes to the Digital Trade Law in Indonesia reflect the challenges and
opportunities in regulating the ever-evolving digital ecosystem. The main challenge lies in
consumer protection which is still not optimal, so stricter regulations are needed to
guarantee user rights in digital transactions. In addition, data security and protection are
also crucial issues that require clearer and more structured regulations to prevent
violations and increase public trust in the digital system. To face this challenge, a flexible
approach, strict supervision, and close collaboration between the government, the private
sector, and civil society are needed to create a safe and fair digital business environment.

On the other hand, increasing trust and legal certainty in the digital ecosystem is key to
the growth of this sector. Strengthened consumer protection through transparent
regulations, easily accessible complaint mechanisms, and strict data security standards will
encourage more digital transactions. This has a direct impact on market expansion and
accelerates the development of Indonesia's digital economy. In addition, business actors,
especially MSMEs, need legal certainty so that they can develop their businesses with a
sense of security from regulatory uncertainty. Adaptive regulations can also encourage
innovation and open up opportunities to participate in the global market while still
complying with international standards.

Legal transformation in digital trade also plays an important role in encouraging
technological innovation. By creating regulations that support experimentation and
development of new technologies, such as through regulatory sandboxes, business actors
have the space to test and develop products without worrying about legal sanctions.
Innovations in the fintech, e-commerce, and logistics sectors have shown great benefits
from this approach. In addition, collaboration between the government and the technology
industry sector is needed to ensure that the resulting regulations are relevant to market
needs and do not hinder innovation.

In facing the challenges of the digital era, improving legal competence is a key factor
that cannot be ignored. Education and training in the fields of digital law, cybersecurity, and
blockchain technology must be strengthened to ensure that law enforcement officers,
lawyers, and academics have adequate understanding. Thus, they can enforce the law more
effectively and responsively to technological changes. In addition, judicial institutions and
trade regulators must strengthen their capacity to handle digital trade cases and utilize
technology to increase transparency and efficiency in the legal process.

Great opportunities also arise in cross-border trade, where Indonesia can strengthen
its position in the global digital economy by harmonizing regulations with international
standards. This regulatory adjustment will facilitate the export of digital products and
services, as well as increase Indonesia's competitiveness on the international stage. Thus,
Indonesian business actors can more easily access the global market and protect Indonesian
consumers in international transactions.

Investment in the digital sector is also expected to increase along with clear and
transparent legal certainty. Regulations that encourage investment, such as tax incentives
and easy licensing for technology startups, can create a sustainable investment ecosystem.
By providing adequate legal protection for investors, Indonesia can attract more capital to
support the growth of the digital sector.

Furthermore, digital legal transformation opens up great opportunities to increase
transparency and accountability, for example through the application of blockchain
technology in recording transactions and logistics. This system allows for tighter
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supervision and reduces the risk of data manipulation, thereby increasing trust in the digital
ecosystem. On the other hand, the implementation of a digital dispute resolution system will
provide faster and more efficient access for consumers and business actors, while reducing
the burden on conventional justice.

In conclusion, e-court and digital legal transformation in Indonesia are important steps
forward in building a safe, innovative, and competitive digital business ecosystem. By
strengthening consumer protection, increasing legal certainty for business actors, and
encouraging innovation and investment, Indonesia can strengthen its position as a leader in
the digital economy in the Southeast Asia region. However, more attention must be given to
the outermost and most disadvantaged areas, ensuring that all Indonesian people, including
those in remote areas, can feel the benefits of this transformation.
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